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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb Dahua DH-PFS5424-24T TP-Link SG6428X
Koa ONAC 17654 82132

Lena (PPL, c HOC 22%) 112 953 py6. 131 380 py6.
Hanunune nog, 3akas nof, 3akas

Bec HeTTO, KI 5 -

Pabouas temnepartypa, C° -10...455 -5...+50

Pasmepbi (LLUXBXxT) (Mm) 440x44,5x285 440x44x380
MutaHne AC 110-240 B AC 100-240 B
Konuyectso SFP noptoB 4 —

besonacHocTb

annapartHoe obecneyeHne NopnepXKMUBaET
npussky IP + MAC Ha ocHoBe nopTa
noaaepxka ayteHTudukaumm nopta
IEEE802.1x. Takxe noanepxupatorcs IP
ACL, MAC ACL, Vlan ACL agng 3awuTbl oT
BMPYCOB M BpenoHocHoro MM0.
Peann3oBaHHbIM GyHKUMOHAN 3PHEKTUBHO
cnpaensetcs ¢ dos atakamu u
CrneumnanbHbIMK aTakaMm XakepoBs U
3/10yMbILUNEHHUKOB.

M3onaumsa noptos. CPU-Defend. MNposepka
naketoB ARP (auHamunyeckas nposepka
naketoB ARP). 3awuTa ot DoS-aTak.
Mpuesska IP-agpecos, MAC-anpecos u
noptoB, 1024 3anucu, OTcnexusBaHue
DHCP, MpoBepka nakeTto ARP, 3awmuTa ot
nogMeHbl IP-agpecos IPv4. MNpuesaska
appecoB IPv6 u MAC-agpecos: lMpuBsska K
noptam, 1024 3anucu, OTcnexuBaHue
DHCPv6, MNMpoTtokon obHapyxeHUs cocepen,
OtcnexunBanune ND-Tpaduka, 3awmTta ot
nogMeHbl IP-agpecos IPv6, ®unbtp DHCP,
@yHkums Port Security ang ctatuyeckmx u
amnHamuyecknx MAC-appecos, [o 64
MAC-appecoB Ha nopT. 3aLwmTa OT CeTeBbIX
LUTOPMOB (TpaduK: WMPOKOBELLATENbHbIN,
MHOr0aApecCHbIN, HEU3BECTHbIN
ofHOoaLpecHbIN): PexxnuMbl kKoHTpons: Kbut/c,
NPOLLEHT OT Nonochkl nponyckanusa, 802.1X,
AyTeHTudMKaLMS Ha OCHOBE NOPTa,
AyTeHTndUKauma Ha ocHoBe MAC-appeca,
Mpuceoexune VLAN, MAB, locTeBas ceTb
VLAN, AyteHtTndukaums n yuét RADIUS.
AAA (Bkntouas TACACS+). YnpasneHue
yepes Be6-uHTepderic no HTTPS ¢
nomolLbio npotokonos SSLv3 u TLS 1.2.
YnpaeneHue yepe3s uHTepdenc KoOMaHLHOM
cTpoku no SSHv2. YnpaeneHue focTynom
Ha ocHoBe IP-agpec




NHTepdeiic ynpaBneHus

WEB (npoTokon http u https) nogaepxka
SNMP, CLI, Telnet, SSH 2.0, RMON, LLDP,
NTP client

Ipadunuecknii Beb6-nHTepdeic
nonb3oBatens. MHTepdeiic komaHaHOM
CTPOKM Yepes KOHCONbHbIV nopT u Telnet.
SNMP Bepcuit 1-3:CoobuweHns TRAP u
INFORM, RMON (rpynnbi 1, 2, 3, 9), LLlabnoH
SDM, Knuent BOOTP/DHCP, LLDP
(LLDP-MED) 802.1ab, ABTomMaTnyeckas
yctaHoBka DHCP, Dual Image, Dual
Configuration, MoHUTOpPUHI Npoueccopa,
[uarHocTrka kabeneit. BocctaHoBneHue
napons. SNTP. CucteMHbiii xxypHan. EEE

OTHoCKTENbHAsA BAAKHOCTb, % 5-95 10-90 (6e3 KoHAeHCaLuK)
MponyckHas cnocobHOCTb KOMMYTALMOHHOWM 350 128
matpuupl (Switching fabric), Féut/c
CkopocTb 06CNyK1BaHMA nNakeTos, Mpps 35,7 95,2
(Forwarding rate)
CTaHpapTbl U MPOTOKObI |EEE 802.3ad, IEEE 802.3, IEEE 802.3u, IEEE | —

802.3ab, IEEE 802.3z, IEEE 802.3ae, IEEE

802.3x, IEEE 802.3az
OYHKUMUMN YPOBHS 2 802.1Q Standard VLAN —
[poun3soauTens Dahua TP-Link
YnpasneHue Ynpasnsemsbiii L2+ Ynpasnsemsbliii L3
ObLee KonM4eCTBO NOPTOB 24 28
Moppepxka jumbo frame = 9 Kb
Tabnuubl MAC-agpecos, K 32 32
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