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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb Zyxel XGS4600-32F-ZZ0102F TP-Link TL-SG2218
Kon ANAC 29106 22426

Lena (PPL, c HAC 22%) no 3anpocy 23 210 py6.
Hanunune nop 3akas YAANEHHBIV CKNag,
Pabouas Temneparypa, C° 0...+50 0...+40

Pasmepbl (LLUXBxI) (Mm) 441x44x270 440x44x180
Bydep naketos, M6 4 =

Konnuecteo SFP noptos 32 2

QoS

[lo 8 annapatHbix oyepenen Ha nopT
802.3x flow control

802.1p Class of Service (SPQ, WFQ, WRR,
hybrid-SPQ combination capable)
DiffServ (DSCP)

OrpaHuyeHne CKOPOCTU ANs OTAENbHOMO
noprta (ingress/ egress)

Orpanuuenune ckopoctu ans IP/TCP/UDP
OTAENbHOro NopTa

OrpaHuyeHune cKopocTu Ha 6ase NonuTUK

8 npuopuTeTHbIX oYepenei; Mpuoputer
802.1p CoS/ DSCP; PexxuM npuoputeta
ouvepenen — SP (ctporuii npuopurert) —
WRR (Weighted Round Robin) — SP+WRR;
KoHTponb nponyckHOM cnocobHOCTU —
OrpaHuyeHne ckopocTu ans
nopToB/noToKoB; [naBHas
NpPOM3BOAMTENbHOCTb; JeicTBuS ¢
noTokamu — 3epkanupoBaHue (Ha
noALepXx1BaeMblii MHTepdeiic) —
lNepeHanpaBneHue (Ha NoOAAEPXKMBAEMDIN
nHtepdeic) — OrpaHMyeHne ckopocTn —

MeTku npuoputmsauumn QoS




be3sonacHocTb

802.1X

Bbe3onacHOCTb Ha ypoBHe NOPTOB
®unbtp MAC-anpecos Layer 2

®uneTp IP-nakeTos Layer 3

®unbTp socket Layer 4 TCP/UDP
CraTtnuyeckoe nepecbinka no MAC-agpecam
Heckonbko cepsepos RADIUS
Heckonbko cepepoB TACACS+
Ha3sHauenme 802.1x VLAN n 802.1p ¢
nomouubto RADIUS

AyTeHTUdMKauma BXoaa B CUCTEMY C
nomoubio RADIUS

AyTeHTUdMKaLMA BXOAA B CUCTEMY C
nomotubto TACACS+

YueTHble 3anmcu TACACS+
AyTeHTndmMKauma ¢ nomoupto RADIUS
AyteHTndumkaums ¢ nomowbio TACACS+
SSH v2

SSL

Intrusion lock

MAC freeze

Monck MAC-agpecos

®unbtp MAC-agpecos

DHCP snooping

ARP inspection

Cratnueckuii IP-MAC-Port binding
®unbTp 6€30NaCHOCTU HA OCHOBE MOANUTUK
M3onaumsa noptos

OrpaHunuenne uncna MAC-agpecos Ha nopt
IP source guard

locteBas VLAN

IEEE 802.1Q VLAN Ha 6a3e MeTOK 1 NOpPTOB
GVRP aBTOMaTHyeCckas perucrpaums
yyacTHUKA

Moppepxka Full range 4K PVID
®unbTp no IP-appecam

®unbtp TCP/UDP socket

BPDU transparency

Aytentndukaums |IEEE 802.1X Ha baze
nopTos

YcoBepLieHcTBOBaHHbIM 802.1X
compensation assignment over VLAN
TyHHenu Layer 2 protocol tunneling
Root guard

BP

Mpueaska IP-MAC-nopt — DHCP Snooping
— ARP Inspection — 3awuTa agpeca
nctouHuka IPv4; Mpussska IPM6-MAC-nopt
— DHCPv6 Snooping — O6HapyxeHue
cocepein — 3awmTa agpeca UctoyHuka IPvé;
3awuta ot DoS-arak;
Cratnueckas/omMHaMmnyeckas/nocTossHHas
3awwTa nopta — [lo 64 MAC-agpecos Ha
nopT; 3aluTa OT CeTEBbIX LUITOPMOB
Broadcast/Multicast/Unicast —
kbps/ratio/pps; YnpaBneHue goctynom no
IP/nopty/MAC; 802.1X — AyTeHTUdUKaums
no nopty — AyTeHTUdMKaLMS No
MAC-appecy — lNpucsoenne VLAN — MAB
— locteBoit VLAN — lMNopnepxka
ayTeHTudUKaumm 1 yuéta RADIUS; AAA
(Bkntouass TACACS+); M3onuposaHue
nopToB; 3alWMLILEHHBIN BEO-MHTEpdenc
HTTPS ¢ SSLv3/TLS1.2; YnpaBneHue yepes
3aLLMLLEHHBIN MHTEpdENC KOMaHAHOM
cTpokun ¢ SSHv1/SSHv2

NHTepdeinc ynpaBneHus

SNMP v1, v2c, v3

SNMP trap group

RMON (1, 2, 3, 9)

Monb3oBatenbckuit gedonTHbiM dan
KOHbUrypauum

Syslog (IPv4/I1Pv6)

ICMP echo/echo reply

IEEE 802.1AB LLDP

IEEE 802.1AB LLDP-MED
[leMOHCTpaLus UCMONb30BaHWUS NMOPTOB

Beb6-uHTepdeiic; UHTepdeiic KoMaHAHOM
ctpoku (CLI) yepe3 KOHCONbHbINM NOPT,
telnet; SNMP v1/v2c/v3

OTHoCUTENbHas BNAXHOCTb, %

10-95

10-90 (6e3 KoHAeHcaTa)

[ponyckHasi CNoCco6HOCTb KOMMYTALMOHHOM 136 36
matpuupl (Switching fabric), Féut/c
CkopocTb 06CnyKnBaHus naketos, Mpps 101,1 26,8

(Forwarding rate)




CraHga PTbl U NPOTOKOJbI

IEEE 802.3 10Base-T Ethernet

|IEEE 802.3u 100Base-Tx Ethernet

IEEE 802.3ab 1000Base-T Ethernet

IEEE 802.3z 1000 Base-X

Mopnepxka IEEE 802.3az EEE

IEEE 802.3x flow control

Arperauus |IEEE 802.3ad LACP

IEEE 802.1AB LLDP/LLDP-MED

IEEE 802.1D Spanning Tree Protocol (STP)
IEEE 802.1w Rapid Spanning Tree Protocol
(RSTP)

IEEE 802.1s Multiple Spanning Tree
Protocol (MSTP)

IEEE 802.1Q VLAN tagging

Mopnepxka IEEE 802.1p CoS
Aytentudmkaums IEEE 802.1X Port

Tabnunubl MAC-agpecos, K

32

8

DYHKLMMUYN YPOBHS 2

L2 multicast

GMP snooping v1, v2, v3

IGMP throttling

IGMP snooping fast leave

IGMP snooping statistics

Multicast VLAN Registration (MVR)
IGMP filtering

IGMP snooping immediate leave
Bbibop pexuma IGMP proxy mode &
snooping

MLD snooping

ArpervpoBaHue kaHanos — CtaTuyeckoe
arpernpoBaHue kaHanoB — 802.3ad LACP —
[o 8 rpynn arpernpoBanus, 4o 8 NOpToB Ha
rpynny; Mpotokon STP — 802.1D STP —
802.1w RSTP — 802.1s MSTP — STP
Security: TC Protect, BPDU Filter/Protect,
Root Protect, Loop Protect; O6HapyxeHue
netenb (Loopback Detection) — lNo nopty —
Mo VLAN; Ynpaenexnue notokom — 802.3x
— lNpepotepaleHne 6nokmposkm HOL;
3epkanupoBaHue — 3epKanuvpoBaHue
noptoB — 3epkanupoBanue CPU —
One-to-One — Many-to-One — Bxoaawuit
Tpadmk / Ucxopawmii Tpadumk / Becb

Cnocob MoHTaxa B cToiky B cToiiky / Ha cTon
MpousBoaunTens Zyxel TP-Link
YnpaeneHue Ynpasnsembiii L3 Ynpaensiembii Smart
O6uiee KONMYECTBO NOPTOB 32 16

Mopaepxka jumbo frame — 9 Kb

MutaHne AC 110-240 B AC110-240 B

Tun (KommyTaTopbl)

KOMMyTaTOpr Anga noMeuweHunsa

KOMMyTaTOpr anga noMelweHua

OxnaxpeHue

Het

CornacoBaHo (3akaszumk):

CornacoBaHo (NPOEKTUPOBLLMK):

/&« » 20__

/ «_» 20__

XapakTepucTuku npuBeaeHbl Mo AaHHbIM npoussoguteneit. LieHbl u Hanmumne — Ha 08.10.2026 14:54, ytouHsiite y MeHemkepa: +7 (914) 730-57-40.




