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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb TP-Link TL-SG3428 D-Link DGS-1210-26/F3A
Kop AMAC 35896 79225

Lena (PPL, c HOC 22%) 27 330 py6. 16 070 py®6.

Hanunune nog, 3akas nof, 3akas

Pabouas Temneparypa, C° 0...+45 -5...+450

Pasmepbl (LLUXBxI) (Mm) 440x44x180 440x44x140

Bydep naketos, M6 12 0,51

Konnuecteo SFP noptos 4 2

QoS

8 npuopuTeTHBIX OYepesen

Mpuoputet 802.1p CoS/ DSCP

Pexxum npuoputeta ouepepnei

— SP (cTporuit npuopuTeT)

— WRR (Weighted Round Robin)

— SP+WRR

KoHTponb nponyckHoi cnocobHOCTH

— OrpaHuyeHune ckopoCcT ans
nopToB/NOTOKOB

MnaBHas Npou3BOAUTENBHOCTD

[leicTBMs € noToKamm

— 3epkanvpoBaHue (Ha NoaAepPXKMBAEMbIN
MHTepdeiic)

— lNepeHanpaBnenune (Ha NOAAEPXKMBAEMDIN
nHTepdeiic)

— OrpaHuyeHune ckopocTu

— Metku npuoputusaummn QoS

®yHkumm L2 u L2+ » ArpermpoBaHue

802.1p; 8 ouepenei Ha nopT; MexaHWU3Mbl
0bpaboTku ouepepeit: - Strict - Weighted
Round Robin (WRR); YnpaBneHue nonocov
nponyckaHus - Ha ocHoBe nopTa
(Bxopauwee/mcxopsiiee, 3Ha4eHne u3
avanasoHa 16-1024000 K6ut/c); QoS Ha
ocHoge: - Ouepepneit npuoputetos 802.1p -
DSCP - ToS - IP Precedence - Knacca
Tpaduka IPv6 - Homepa TCP/UDP-nopra -
MAC-agpeca - Ether type - IP-agpeca -
Tuna npoTokon

KaHanos




be3sonacHocTb

Mpussska IP-MAC-nopt

— DHCP Snooping

— ARP Inspection

— 3aluTa agpeca UcTouHuka IPv4
Mpuesizka IPM6-MAC-nopt

— DHCPv6 Snooping

— O6HapyxeHue cocenei

— 3awmTa agpeca UcTovHKKa IPv6
3awwTa ot DoS-artak
CraTnyeckas/ouHaMMYecKas/mocTosHHAs
3alumTa nopTa

— o 64 MAC-agpecoB Ha nopT
3awmTa OT CeTeBbIX LITOPMOB
Broadcast/Multicast/Unicast

— kbps/ratio/pps

Ynpasnenue poctynom no IP/nopty/MAC
802.1X

— AyTeHTudMKaumMa no nopry

— AyteHTndukauma no MAC-agpecy

— lNpuceoenne VLAN

— MAB

— locTteBon VLAN

— MNoppepxka ayteHTUdMKALMM U YYETA
RADIUS

AAA (Bkntouast TACACS+)
M3onmposaHue nopTtos

3awmwéHHbIn Beb-uHTepderic HTTPS c
SSLv3/TLS1.2

YnpaBneHue yepes 3aLUMLLEHHDIN
MHTepdenc KOMaHAHOM CTPOKMU C

3awuTa ot
LIMPOKOBELLATENIbHOT0/MHOr0aApeCHOro/
ofHoaspecHoro wropma; D-Link Safeguard
Engine; DHCP Server Screening; Mpuesa3ka
IP-MAC-Port (MHTennekTyanbHas np1Bs3ka)
- MHcnektnpoBaHue ARP-nakeTos -
MHcnektupoBaHue ARP-nakeToB +
IP-naketoB - Moapepxka DHCP Snooping;
Ynpaenenue goctynom 802.1X Ha ocHoBe
nopToB; [pepoTBpaliexne atak DoS;
MpenotepaweHue atak ARP Spoofing -
Makc. KonmyectBo 3anucen: 127;
CermeHTauums Tpadmka; SSH v2; SSL; TLS
v1.0; Port Security - Noonepxka no 64
MAC-agpecoB Ha nopt

NHTepdeic ynpaBneHus

Beb-mHTepdeic, SNMP (Simple Network
Management Protocol), MHTepdeiic
komaHaHon ctpoku (CLI), Telnet, RMON
(Remote Network Monitoring)

Web-uHtepdeiic; YnpoueHHbin CLI;
Telnet-cepsep; TFTP-knueHT; Hactporika
MDI/MDIX; SNMP - MNMoanepxka v1/v2c/v3;
SNMP Trap; Pe3epsHoe
KonupoBaHWe/06HOBNEHWE NPOrPaMMHOIO
obecneyeHus; Mactep yctaHoBKM Smart
Wizard; CkaumBaHue/3arpyska
KOHdUrypaumoHHoro danna; CucteMHbIn
XypHan - Makc. KonnyecTBo 3anucen B
xypHane: 500; BootP/DHCP-knueHT; SNTP;
ICMPv6; IPv4/v6 Dual Stack;
ABTOMaTMuyeckas Hactpoiika DHCP;
Hactpoiika Bpemenn - SNTP; RMONv1;
Trusted Host; [Moaaepxka HECKONbKMX
Bepcuit M0; Mopaepkka HECKObKUX
BEpCUI KOHDUrypauuii; MoHutopuHr CPU;
DHCP Relay - DHCP relay agent/local relay

OTHoCKTENbHAsA BAAKHOCTb, % 10-90 10-95 (6e3 KoHAeHcaTa)
MponyckHas cnocobHOCTb KOMMYTALMOHHOWM 56 52

matpuupl (Switching fabric), Féut/c

CkopocTb 06CnyK1BaHMA nakeTos, Mpps 41,6 38,7

(Forwarding rate)




DYHKLUMMK YPOBHS 2

ArpervpoBaHue KaHanos

— CTaTMyeckoe arpernpoBaHue KaHanos
— 802.3ad LACP

— [o 8 rpynn arpernpoBaHus, 1o 8 NopToB
Ha rpynny

MpoTokon STP

— 802.1D STP

— 802.1w RSTP

— 802.1s MSTP

— STP Security: TC Protect, BPDU
Filter/Protect, Root Protect, Loop Protect
* O6HapyxeHue netenb (Loopback
Detection)

— lNo nopty

— Mo VLAN

YnpaBneHue NoTOKOM

— 802.3x

— MNpepoTepalierne 6nokmposkn HOL
3epkanupoBaHue

— 3epKanupoBaHue NopTos

— 3epkanupoBanue CPU

— One-to-One

— Many-to-One

— Bxopaswmit Tpaduk / Ucxopawmii Tpadumk

Cratnueckmne MAC-agpeca - 256 3anucei;
IGMP Snooping - IGMP v1/v2 -IGMP v3
awareness - [Moppepxka 256 rpynn -
MNMoppepxka fo 64 ctaTMyecknx
MHOroagpecHbix rpynn - IGMP Ha VLAN -
Mopaepxka IGMP Snooping Querier;
Loopback Detection; 802.3ad Link
Aggregation: - Makc. 4 rpynnbl Ha
ycTporcteo/8 nopTos Ha rpynny; LLDP;
LLDP-MED; Jumbo-dpeiimbl - o 10 000
6anT; Spanning Tree Protocol - 802.1D
STP -802.1w RSTP - 802.1s MSTP;
Ynpaenenue notokom - 802.3x -
MpenotepaweHue 6noknposok HOL;
3epkanupoBaHue noptoB - One-to-One -
Many-to-One - MNoapepxka
3epKanupoBaHus ans
BXoasulero/mcxoasiiero/Tpaduka B 06omx
HanpaeneHusx; GunbTpaums
MHOr0aApecHbIX paccbinok -
[epeHanpaBnexune Bcex
He3aperMcTpupoBaHHbIX rpynn -
@unbTpaLms BCEX HE3aPErNCTPUPOBAHHBIX
rpynn; HactpauBaembiit nHTepdenc

Mopaepxka jumbo frame

9 Kb

10 Kb

Cnocob MoHTaxa B croriky B cToiiky / Ha cTon

MpousBoaunTenb TP-Link D-Link

YnpaBneHue Ynpasnsembit Smart YnpasnsieMbiii L2

O6Lee KONMYECTBO NOPTOB 24 26

Bec HeTTO, KI - 2,06

Konuyectso noptos PoE — 0

NHamnkaTopsbl - Power, Link/Activity/Speed (Ha nopT)

CTaHAapTbl M NPOTOKOJIbI - IEEE 802.3 10Base-T (MenHas BuTas napa),
IEEE 802.3u 100Base-TX (MenHas Butas
napa), IEEE 802.3ab 1000Base-T (MenHas
BuTas napa), IEEE 802.3az Energy Efficient
Ethernet, IEEE 802.3x, IEEE 802.3z
1000Base-X

MutaHue AC 100-240 B AC 100-240 B

Tabnuubl MAC-agpecos, K 8 8

Tun (KommyTaTopsl)

KoMMmyTaTopbl Ans noMeLLeHus

KoMmmyTaTopbl Ans nomeLieHus

OxnaxnaeHune

Het

Het

CornacoBaHo (3akaszyuk):

CornacoBaHo (MPOEKTUPOBLLMK):

/&« » 20

/&« » 20__

XapakTepucTuku npuseaeHbl Mo AaHHbIM npoussoautenei. LleHsl n Hannumne — Ha 08.10.2026 09:49, ytouHsiTe y MeHexepa: +7 (914) 730-57-40.




