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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Mopenb Hikvision DS-3E3754TF TP-Link TL-SG3428XF
Kop AMAC 38813 49497

Lena (PPL, c HAC 22%) no 3anpocy 68 800 pyb.

Hanunune nog, 3akas YAANEHHbIV CKnag,

Bec HeTTO, KI 5,5 -

Pabouas temnepartypa, C° 0...+50 0...+45

Pasmepbi (LLUXBXxT) (Mm) 440x44x350 440x44x220
Konnuecteo SFP noptos 24 28

besonacHocTb

Mopnepxka ayTeHTUdGUKaLMKM AAA,
TACACS+ Radius; MNoppepxka
ayteHTudukaummn 802.1X, ayteHTUdMKaumnm
MAC, ayTeHTudUKaummn obxona MAC;
Moppepxka npepotepalterHus DOS,
dyHKums atakn ARP, 3awmTta ot ataku ICMP;
Monpepxka npussisku IP, MAC, nopTa u
VLAN; NMoannepxka MAC-ayteHTUDUKaLMK;
Mopnepxka dunbtpaumn MAC-anpecos;
Moanepyka ynpaBneHus
LUMPOKOBELLATENIbHBIM/MHOFOaAPECHbIM/HEN
3BECTHbIM OHO3PECHBIM LITOPMOM

Mpuesska IP-MAC-nopt — 512 3anucei —
DHCP snooping — MHcnekuus ARP-naketoB
— 3awmTa uctouHuka IPv4 (100 3anucei);
Mpuesaska IPv6-MAC-nopT — 512 3anuceit
— DHCPv6 snooping — lMpoTokon
obHapyxenus cocenev (NDP) — 3awumta
ncrouHuka IPv6 (100 3anuceit); 3awmrta ot
DoS-atak; ®yHkums Port Security
(cTaTnueckas, aMHamunyeckas) — [lo 64
MAC-appecoB Ha NopT; 3alMTa OT CETEBbIX
LITOPMOB (LUIMPOKOBELLATENbHbIX,
MHOr0aapecHbIX, 0AHOAAPECHbIX) —
Pexxumbl koHTpons: K6ut/c, npoueHT oT
nosnockl nponyckaHus; 802.1X —
AyTeHTUdUKaLMS NO NOPTY —
AyTteHTndukaumsa no MAC-agpecy —
Mpucsoernne VLAN — MAB — locTeBoi
VLAN — lNMoanepxka ayTeHTudUKaLmum u
yuyéta RADIUS; AAA (Bkntouas TACACSH);
M3onmpoBaHue nopToB; 3aLMLWEHHDINA
Be6-uHTepdeiic HTTPS ¢ SSLv3/TLS1.2;
YnpaBneHue yepes 3alMLLEHHbIN
nHTepderc komaHgHon ctpoku (CLI) ¢
SSHv1/SSHv2; KoHTponb goctyna no

OTHOCUTENbHAS BNAXHOCTb, %

5-95 (6e3 koHaeHcaTa)

10-90 (6e3 KoHaeHcaTa)

[ponyckHas cnocobHOCTb KOMMYTALMOHHOM 598 128

matpuubl (Switching fabric), Féut/c

CkopocTb 06CnyKMBaHMA nNakeTos, Mpps 252 95,23
(Forwarding rate)

Tabnunubl MAC-agpecos, K 32 16

Cnocob MoHTaxa B croviky / Ha cTon B croviky
MpousBoaunTenn Hikvision TP-Link
YnpaBneHue YnpaBnsembiit L3 Ynpasnsembiii L2+
O6Lee KoNMYeCTBO NOPTOB 54 28

bydep naketos, M6 — 12




BoceMb npuopuTeTHbIX ouepeaen;
Mpuoputet 802.1p CoS/DSCP;
MnaHupoBaHue oyepenei:— Ctporuii
npuopwuteT (SP)— B3BeleHHbIN
umknmyeckunii anroput™ (WRR)— SP + WRR;
KoHTponb nponyckHoi cnocobHoCcTU—
OrpaHuyeHme CKoOpoCTM NOPTOB U (MNK)
noTokoB; MnaBHas NpoU3BOAUTENBHOCTD;
[lencTBns ¢ noTokaMnu— 3epkanupoBaHue
(Ha noppepxxuBaemblii MHTEpdENnCc)—
MepeHanpaBneHue (Ha NOAAEPXKMBAEMDIN
uHTepderic)— OrpaHuyeHne CKOpoCcTU—
MeTku npuoputusaumm (QoS)

NHTepdeiic ynpaBneHus

Beb-uHTepdeiic; UHTepdeic koMaHAHOM
ctpoku (CLI) yepe3 KOHCONbHbIV NOPT M
telnet; SNMP v1/v2c/v3; Trap/Inform;
RMON (1, 2, 3, 9 rpynn); La6noH SDM;
Knvnent DHCP/BOOTP; LLDP/LLDP-MED
802.1ab; ABTomaTtnyeckas yctaHoBka DHCP;
Dual Image, Dual Configuration;
MOHUTOPUHI NapaMeTpoB NpoLeccopa;
[uarHocTtuka kabenei; EEE;
BoccraHoBneHue napons; SNTP; CucteMHbIH

OYHKUMUKN YPOBHS 2

ArpernmpoBaHue kaHanoB — Ctatnyeckoe
arpernpoBaHue kaHanoB — LACP 802.3ad —
[lo BOCbMM rpynn arpernpoBaHus, A0
BOCbMW NOPTOB Ha rpynny; Mpotokon STP —
802.1D STP — 802.1w RSTP — 802.1s
MSTP — besonacHocTb STP: TC Protect,
BPDU Filter/Protect, Root Protect;
O6HapyxeHue netenb — Mo nopty — Mo
VLAN; YnpasneHue notokom — 802.3x —
MpepoTBpaLleHne 6A0KMPOBKM Havana
CTPOKM; 3epKanupoBaHue —
3epkanuMpoBaHue NopToB —
3epkanupoBaHue Tpaduka, Nosy4aemMoro u
nepenaBaeMoro npoLeccopom —
One-to-One — Many-to-One — Bxopawuii

Moppepxka jumbo frame

9 Kb

MMutaHune

AC 100-240 B

AC100-240 B

Tun (KommyTaTopbl)

KoMMyTaTopbl 415 noMeLLeHns

KoMMyTaTopbl Ans nomeLeHus

CornacoBaHo (3akaszyuk):

CornacoBaHo (MPOEKTUPOBLLMK):

/&« » 20

/&« » 20__

XapakTepucTuku npuseaeHbl Mo AaHHbIM npoussoautenei. LleHsl n Hannumne — Ha 08.10.2026 15:16, ytouHsiTe y MeHexepa: +7 (914) 730-57-40.




