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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb D-Link DGS-1510-52X/A2A TP-Link TL-SG3428XF
Koa ONAC 44778 49497

Lena (PPL, c HOC 22%) 72 760 py6. 68 800 py6.

Hanunune nog, 3akas YAANEHHbIV CKnag,

Bec HeTTO, KI 3,1 -

Pabouas temnepartypa, C° -5...+50 0...+45

Pasmepbi (LLUXBXxT) (Mm) 440x44x250 440x44x220

bydep naketos, M6 3 12

Konuyectso SFP noptoB 4 28

QoS

CoS Ha ocHoge: - Ouepeaeit NpuopuTETOB
802.1p - VLAN - MAC-appeca - Ether type -
IP-appeca - DSCP - Tuna npotokona -
Homepa nopta TCP/UDP - DSCP pns knacca
Tpaduka IPv6; Metkmn notoka IPv6; 802.1p
Quality of Service; ObpaboTka ouepenei -
Strict Priority Queue (SPQ) - Weighted
Round Robin (WRR) - Deficit Round Robin
(DRR) - SPQ + WRR; 8 ouepepneii Ha nopT;
YnpaeneHue nonocoi nponyckauus - Ha
ocHoBe nopTa (Bxopauwee/mcxoasiiee, ¢
MUHUMaNbHbIM 3Ha4YeHneM 64 Kéut/c ans
10/100/1000 BASE-T)

BoceMb npuoputeTHbIX O4epeneit;
Mpuoputet 802.1p CoS/DSCP;
MnaHupoBaHue oyepeneit:— Ctporuii
npuopwuteT (SP)— B3BeleHHbIN
unknuueckuit anroput™ (WRR)— SP + WRR;
KoHTponb nponyckHoi cnocobHoCcTU—
OrpaHuyeHne CKopoCTU NOPTOB U (MNK)
noTokoB; MnaBHas NpoU3BOAUTENBHOCTD;
[encTBnsa c noTokaMn— 3epkanupoBaHue
(Ha noopepxuBaeMbli HTepdeNc)—
MepeHanpaBneHue (Ha NOAAEPXKUBAEMDIN
nHtepdenic)— OrpaHMyeHne ckopocTu—
MeTku npuoputusaumm (QoS)

besonacHocTb

Port Security - MNoaaepxka po 128
MAC-agpecoB Ha nopT; 3aluTa ot
LUIMPOKOBELLATENbHOTO/
MHOr0aApecHoro/0aH0aAPeCcHOro WTopMa;
Dynamic ARP Inspection; Ctatnuyeckuit
MAC-agpec; D-Link Safeguard Engine;
DHCP Server Screening; lNpenoTBpalueHne
atak ARP Spoofing - Makc. kon-Bo 3anucei:
64; SSH - Mopnepxka SSH v2 - Mopaepkka
IPv4/IPv6; 3awmTa ot atak BPDU;
Mpepnotepaliexune atak DoS; SSL -
Moppepxka vl/v2/v3 - NMopnepxka
IPv4/IPv6; CermeHTaums Tpaduka;
Mpuesaska IP-MAC-Port Binding - DHCP
snooping - IP Source Guard - Dynamic
ARP inspection - DHCPv6 Guard - RA
Guard - IPv6 Snooping - IPv6 Source
Guard; IPv6 ND Inspection; 3awura ot
BPDU-aTak

Mpuesaska IP-MAC-nopt — 512 3anuceit —
DHCP snooping — MHcnekuns ARP-naketoB
— 3awwmTa uctovHuka IPv4 (100 3anucein);
Mpuesaska IPv6-MAC-nopt — 512 3anucen
— DHCPv6 snooping — lNpoTokon
o0bHapyxeHus cocenen (NDP) — 3awumta
ncrtoyHuka IPvé (100 3anuceii); 3awmta ot
DoS-atak; ®yHkuums Port Security
(cTaTnueckas, aMHammnyeckas) — [lo 64
MAC-appecoB Ha NopT; 3aluTa OT CeTeBbIX
LUITOPMOB (LUIMPOKOBELLATENbHbIX,
MHOroaApecHbIX, 0AHOAAPECHbIX) —
PexxuMbl KoHTpons: K6UT/c, NpoLeHT oT
nonocel nponyckaHus; 802.1X —
AyTeHTudMKaLmMs No nopTy —
AyTteHTndukaumsa no MAC-agpecy —
Mpuceoernne VLAN — MAB — locTeBoit
VLAN — lMoanepxkka ayTeHTuduKaumm u
yuéta RADIUS; AAA (Bkntouas TACACSH);
M3onupoBaHve NopToB; 3aLMLLEHHDIN
Be6-uHTepdeiic HTTPS c SSLv3/TLS1.2;
YnpaBneHue yepes 3alMLLEHHbIN
nHTepderc komaHaHom ctpoku (CLI) ¢
SSHv1/SSHv2; KoHTponb goctyna no

IP-appecy, nopty, MAC-agpecy




NHTepdeiic ynpaBneHus

Web-uHtepderic; CLI; Telnet-cepsep;
TFTP-knuenT; IPv6 Neighbor Discovery;
Hactpavaembiit MDI/MDIX; SNMP o
Moppepxka vl, v2c, v3; SNMP Trap;
CUCTeMHbIN )XypHan  Makc. Kon-Bo
3anucent B xxypHane: 10 000; DHCP-cepsep
(HaumHas c Bepcunm M0 1.70.B016);
DHCP-knueHT; SNTP; ICMPV6; MNopaepxka
cTeka npotokonos IPv4/v6;
ABTOMaTMyeckas HacTpoika no DHCP;

Beb-uHTepdeiic; UHTepdeinc koMaHAHOM
ctpokum (CLI) uepes KOHCONbHbIM NOPT U
telnet; SNMP v1/v2c/v3; Trap/Inform;
RMON (1, 2, 3, 9 rpynn); lWa6noH SDM,;
Knvuent DHCP/BOOTP; LLDP/LLDP-MED
802.1ab; ABTomaTtnyeckas yctaHoBka DHCP;
Dual Image, Dual Configuration;
MOHUTOPUHI NapaMeTpoB NpoLeccopa;
[uarHocTtuka kabenei; EEE;
BoccraHoBneHue napons; SNTP; CucteMHbIi

OTHOCUTENbHAsA BNAXHOCTb, %

10-95 (6e3 koHAeHcaTa)

10-90 (6e3 koHpeHcaTa)

[ponyckHas cnocobHOCTb KOMMYTALMOHHOM 176 128
matpuubl (Switching fabric), Féut/c
CkopocTb 06CNyKMBaHMS NakeToB, Mpps 130,95 95,23

(Forwarding rate)

CraHpa PTbl U NPOTOKObI

IEEE 802.3 10BASE-T Ethernet, IEEE 802.3u
100BASE-TX Fast Ethernet, IEEE 802.3ab
1000BASE-T Gigabit Ethernet, 802.3ae 10
GbE, YnpaBneHnue notokom IEEE 802.3x ans
pexuMa NosHoro Aynnekca

DYHKLUMMK YPOBHS 2

Tabnuua MAC-agpecos: 16K; YnpasneHue
NOTOKOM - YnpaBneHue notokom 802.3x,
MpenotepaleHme 6nokmposok HOL;
Jumbo-dperimbl go 9000 6anT; IGMP
Snooping, IGMP v1/v2 Snooping, IGMP v3
awareness, Noaaepxka no 512
IGMP-rpynn, MNopaepxka po 128
CTaTMYECKMX MHOroafpecHbix rpynn, IGMP
Ha VLAN, MNopaepxka IGMP Snooping
Querier, IGMP Snooping Fast Leave Ha
ocHoBe y3na; MLD Snooping, Supports MLD
v1/v2 awareness, lNopaepxka 512 rpynn,
Mopnepxka 128 cTtatmyeckmx
MHoroagpecHbix rpynn; MLD Snooping Ha
ocHoBe VLAN; MLD Fast Leave Ha ocHoBe
y3na; MLD Snooping Querier; Spanning
Tree Protocol, 802.1D STP, 802.1w RSTP,
802.1s MSTP, Root Guard (Restriction);
®yHkumsa Loopback Detection ; 802.3ad
Link Aggregation, Makc. 32 rpynnbl Ha
yCTPOWCTBO/8 MOPTOB Ha rpynny;
3epkanupoBaHue nopTos; [Moaaepxka 4
rpynn 3epkanuposaHus; One-to-One,
Many-to-One; Moanep>ka 3epkanupoBaHus
ons Bxopswero/ ncxogswero/ tpadumka B
0b6oux HanpasneHuax; OunbTpaums
MHOr0a[ipeCHbIX PacCbliok;

ArpernmpoBaHue kaHanoB — Ctatuyeckoe
arpervpoBaHue kaHanos — LACP 802.3ad —
[lo BOCbMM rpynn arperpoBaHus, Lo
BOCbMM NOpTOB Ha rpynny; MNpoTtokon STP —
802.1D STP — 802.1w RSTP — 802.1s
MSTP — be3onacHoctb STP: TC Protect,
BPDU Filter/Protect, Root Protect;
O6HapyxxeHue netenb — Mo nopty — Mo
VLAN; YnpaBneHue notokom — 802.3x —
MpenotBpaLieHve 6NO0KMPOBKM Havana
CTPOKM; 3epKannpoBaHme —
3epKanupoBaHue NOpToB —
3epkanupoBaHue Tpaduka, Noay4aemMoro 1
nepefaBaemMoro NpoLeccopom —
One-to-One — Many-to-One — Bxopasawuit
Tpadumk / Ncxopawmit Tpaduk / Becb
Tpapmk

OxnaxpeHune JIE] =

Cnocob MoHTaxa B cToitKy / Ha cTon B cToiky
MpounsBoanTens D-Link TP-Link
O6Lee KONMYECTBO NOPTOB 52 28
Moppepxka jumbo frame = 9 Kb
MutaHne AC 100-240 B AC 100-240 B
Tabnuubl MAC-appecos, K 16 16

Tun (KommyTaTopbl)

KOMMyTaTOpr Anga noMeuweHunsa

KOMMyTaTOpr anga noMelweHua

YnpaBneHue

Ynpasnsembiii L2+

YnpaBnsembiit L2+




CornacoBaHo (3aKasuuk): / /e »_ 20

CornacoBaHo (NPOEKTUPOBLLMK): / /&« » 20

XapakTepucTUKu NpuBeAeHbl NO AaHHbIM npousBoauTeneid. LieHbl U Hannume — Ha 08.10.2026 10:28, yTouHsiiTe y MeHeaxepa: +7 (914) 730-57-40.



