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JIuct cornacoBaHusa 3ameHbl 060pyao0BaHUA

[ata: 08.10.2026. Otanyatowmecs napamMeTpbl BblAeNEHbI.

3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb TP-Link TL-SG3452 D-Link DGS-1250-52X/A1A
Kop AMAC 65528 79227

Llena (PPL, c HAOC 22%) 52 060 py®6. 45 910 py6.

Hannune nop, 3akas nog, 3akas

Pabouas Temneparypa, C° 0...+40 -5...+450

Pasmepbl (LLUXBxI) (Mm) 440x44x220 440x44x210

QoS

8 npuopuTeTHbIX o4epeaei; lMpuoputer
802.1p CoS/ DSCP; Pexxum npuoputeta
oyepepneit — SP (cTporuii npuoputet) —
WRR (Weighted Round Robin) — SP+WRR;
KoHTponb nponyckHoM cnocobHoCTU —
OrpaHunyeHune ckopocTu ans
nopToB/noTokoB; [naBHas
Npou3BOAMTENbHOCTb; [leiicTBua ¢
NoToKaMun — 3epKanupoBaHue (Ha
noAAepXX1MBaeMbIn nHTepdenc) —
[epeHanpasneHune (Ha NOAAEPXKMBAEMbIN
nHTepdeiic) — OrpaHuyeHne CKopocTn —

802.1p; 8 ouepepneit Ha nopT; MexaHu3m
0bpaboTku ouepepneit: - Strict Priority -
Weighted Round Robin (WRR); Ynpasnenue
nonocom nponyckaHus - Ha ocHoBe nopta
(Bxonswee/mcxopsiLee, C MUHUMANbHbIM
warom 16 Kéut/c ana 10/100/1000
M6uT/c); QoS Ha ocHoBe: - Ouepepei
npuopwutetoB 802.1p - DSCP -
MAC-agpeca - EtherType - IP-agpeca -
Tuna npotokona - ToS - IP Precedence -
Knacca IPv6-Tpaduka - MNopta TCP/UDP

besonacHocTb

Mpuesizka IP-MAC-nopt — DHCP Snooping
— ARP Inspection — 3awuTa agpeca
uctouHuka IPv4; Mpuesaska IPM6-MAC-nopt
— DHCPv6 Snooping — ObHapyxeHue
cocenen — 3almMTa agpeca UCTOYHUKA IPv6;
3awuTa ot DoS-arak;
CraTnyeckas/nMHamMmMyeckas/nocTosHHas
3awmTa nopta — [lo 64 MAC-agpecoB Ha
nopT; 3almTa OT CeTEBbIX LITOPMOB
Broadcast/Multicast/Unicast —
kbps/ratio/pps; YnpasneHue foctynom no
IP/nopty/MAC; 802.1X — AyteHTndunKaums
no nopty — AyTeHTUduKaumsa no
MAC-agpecy — lNpucsoenne VLAN — MAB
— locteBont VLAN — lMNoppepxka
ayTeHTUdUKaumm 1 yuéta RADIUS; AAA
(Bkntoyas TACACS+); M3onnpoBaHue
NnopToB; 3alMLEHHBIN Be6-UHTepdeic
HTTPS ¢ SSLv3/TLS1.2; YnpaBneHue yepes
33LUMLLEHHDBIA MHTepdenc KOMaHAHOM

3awuTa ot
LIMPOKOBELLATeNbHOr0/MHOr0aapecHoro/opa,
HoappecHoro wropma; D-Link Safeguard
Engine; CermeHTaumns Tpadpmka; SSH v2; TLS
v1.2; NpepotepalLeHme atak DoS; 802.1X -
YnpaeneHue fOCTyNnoM Ha OCHOBE MOPTOB;
Port Security - 1o 64 MAC-agpecoB Ha
nopt; MNpepoTepaleHune atak ARP Spoofing
- Makc. konuuectso 3anuceii: 127; DHCP
Server Screening; IP-MAC-Port Binding;
MpoBepka ARP-naketoB - Makc.
KONMYeCcTBO 3anuceit: 64; Npoeepka
IPv4-naketoB - Makc. KOnM4ecTBO 3anucen:
127; Npoeepka IPv6-nakeToB - Makc.
KonuyecTBo 3anucei: 63; DHCP Snooping -
Makc. konuyecTBo 3anuceit: 512

ctpoku ¢ SSHv1/SSHv2




NHTepdeiic ynpaBneHus

Beb-untepderic, SNMP v1/v2c/v3

Web-uHtepdeiic; MHTepdeiic KoMaHaHOM
ctpoku (CLI); Telnet-cepsep; TFTP-knueHT;
Hactpoiika MDI/MDIX; SNMP - Moanepsxka
vl/v2c/v3; SNMP Trap; PesepBHoe
KonupoBaHue/06HOBNEHWE NPOrPaMMHOIO
obecneyeHuns; Mactep yctaHoBKM Smart
Wizard; CkaunBaHue/3arpyska
KOHdUrypaumoHHoro danna;
BootP/DHCP-knuenT; DHCP Relay;
CUCTEMHBIN XypHan - Makc. KonuyecTBo
3anuceint B xypHane: 500; SNTP; ICMPvé6;
IPv4/v6 Dual Stack; ABTomaTnueckas
HacTpovika DHCP; Hactpoiika BpemeHu -
SNTP; RMONV1; Trusted Host; NMooaepxka
Heckonbkux Bepcuit MO; Moaaepxka
HEeCKONIbKMX BEPCUI KOHPUIYpaLuii;
LLindposaHue napons; XXypHanupoBaHue
BBOAMMbIX KOMaHA,

OTHoCUTENbHasA BNaHOCTb, %

10-90 (6e3 koHAeHcaTa)

10-95 (6e3 koHaeHcaTa)

[ponyckHas cnocobHOCTb KOMMYTALMOHHOM 104 176
MaTpuupl (Switching fabric), Féut/c

CkopocTb 06CnyKMBaHMS NakeTos, Mpps 77,4 130,95
(Forwarding rate)

Tabnuubl MAC-agpecos, K 16 32

OYHKUMUMN YPOBHS 2

ArpervpoBaHue kaHanos — Ctatnyeckoe
arpernpoBaHue kaHanos — 802.3ad LACP —
[o 8 rpynn arperMpoBaHus, 80 8 MOPTOB Ha
rpynny; MNpotokon STP — 802.1D STP —
802.1w RSTP — 802.1s MSTP — STP
Security: TC Protect, BPDU Filter/Protect,
Root Protect, Loop Protect; O6HapyxeHune
netenb (Loopback Detection) — lNo nopty —
Mo VLAN; Ynpasnenue notokoMm — 802.3x
— lNpepoTepalueHme 6nokmposku HOL;
3epkanupoBaHue — 3epKanvpoBaHue
noptoB — 3epkanupoBaHue CPU —
One-to-One — Many-to-One — Bxoaawuii
Tpadwk / Vicxopawmin Tpaduk / Becb
Tpapuk

IGMP Snooping - IGMP v1/v2/v3 Snooping
- Mopnepxka 256 rpynn - MNoaaepxka Ao
64 CTaTUYeCKUX MHOFOaApEeCHbIX rpynn -
IGMP Snooping Ha VLAN - IGMP Snooping
Querier - IGMP Snooping Fast Leave;
Loopback Detection; 802.3ad Link
Aggregation - Makc. 8 rpynn Ha
ycTpoicteo/8 nopToB Ha rpynny; LLDP;
LLDP-MED; Spanning Tree Protocol -
802.1D STP - 802.1w RSTP - 802.1s MSTP
- Root Guard (Restriction); YnpaBneHue
notokoM - 802.3x - [penoTBpalieHne
6nokuposok HOL; 3epkanvpoBaHue nopToB
- One-to-One - Many-to-One -
Moanepxka 3epkanupoBaHus Ans
BXxopsulero/mcxoasuiero/Tpaduka B 06omx
Hanpasnexunax; ®unbTpaumns
MHOr0aJpecHbIX PaccbioK -
[epeHanpaBneHune Bcex
3aperucTpupoBaHHbIX rpynn - @unbTpaums
BCEX HE3aperncTpMpoBaHHbIX rpynm;
Hactpausaembiii nntepdeiic MDI/MDIX;
MLD Snooping - MLD vl - MLD v2
awareness - lMopnepxka 256 rpynn -
MNMoppepxka fo 64 ctaTMyeckmx

Mopaepxka jumbo frame 9 Kb 12 Kb

Cnocob MoHTaxa B croriky B ctoiiky / Ha cTon
MpousBoaunTenb TP-Link D-Link

Bec HetTo, KI = 3,01

Bydep naketos, M6 = 2

MHankaTopbl

Power, Link/Activity/Speed (Ha nopr),
Console, Fan Error




CraHga PTbl U NPOTOKOJbI

IEEE 802.3 10Base-T (MenHas BuTas napa),
IEEE 802.3u 100Base-TX (MenHas Butas
napa), IEEE 802.3u 100Base-FX
(onToBONOKOHHbIN Kabenb), IEEE 802.3ab
1000Base-T (MepnHas BuTas napa), IEEE
802.3z 1000Base-X (0NTOBONOKOHHbIM
Kabenb), IEEE 802.3ae 10GBase-X
(onTOBONOKOHHbIN kabenb), IEEE 802.3az
Energy-Efficient Ethernet, IEEE 802.3x

OxnaxpeHue - Na
Mutanue AC 100-2408B AC 100-240B
Konuyectso SFP noptoB 4 4

Tun (KommyTaTopbl)

KOMMyTaTOpr Ana noMeuweHunsa

KOMMyTaTOpr anga noMelweHua

YnpaBneHue

Ynpasnsiembiii L2

YnpaBnsiembii L2

Obuiee KonnyecTso noptos

52

52

CornacoBaHo (3aKasuyuk):

CornacoBaHo (NPOEKTUPOBLLMK):

/&« » 20__

/&« » 20

XapaKTepucTuku npuBeaeHbl Mo AaHHbIM npoussoguteneit. LleHsl n Hanmumne — Ha 08.10.2026 08:36, yTouHsiTe y MeHekepa: +7 (914) 730-57-40.




