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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb D-Link DGS-3000-28L/B1A TP-Link SG3210X-M2
Kop ANAC 79243 84560

Lena (PPL, c HOC 22%) 31 440 pyb. 30 380 py®6.

Hanunune nog, 3akas nof, 3akas

Bec HeTTO, KI 2 -

Pabouas temnepartypa, C° -5...+50 0...+50

Pasmepbi (LLUXBXxT) (Mm) 440x44x210 294x44x180

bydep naketos, M6 1,5 —

Konuyectso SFP noptoB 4 —

QoS

CoS Ha ocHoge: - [TopTa kKOMMyTaTopa -
Ouepepeii npuoputetoB 802.1p - VLAN ID
- MAC-agpeca - EtherType -
IPv4/IPv6-anpeca - DSCP - ToS - Tuna
npotokona - MNMoptaTCP/UDP - Knacca
IPv6-Tpadmka - MeTku notoka IPv6 -
Copepxu1Moro naketa, onpeaensiemMoro
nonb3oBarenem; YnpaeneHne nonocoi
nponyckaHus - Ha ocHose nopta
(BXOAsLWee/MCXoAasLEee, C MUH. LUIAroM A0
64 K6ut/c) - Ha ocHoBe noToka (BxoasLuee,
C MUH. warom Ao 64 Kéut/c) - Ons
BbIXOAHOW ouyepeau (C MUH. Wwarom no 64
Kéwut/c); ObpaboTka ouepepneit - Strict
Priority Queue (SPQ) - Weighted Round
Robin (WRR) - SPQ + WRR; 8 ouepepneii Ha

nopt




be3sonacHocTb

SSH v1/v2; SSL v1/v2/v3; Port Security -
[o 64 MAC-appecoB Ha nopT; 3awuTa ot
LIMPOKOBELLATENbHOrO/MHOIr0aApecHoro/
ofHoagpecHoro wropMma; IP-MAC-Port
Binding (IMPB) - lNposepka ARP-nakeToB -
MNposepka IP-naketoB - DHCP snooping -
DHCPv6 snooping - DHCPv6 Guard - IPv6
Route Advertisement (RA) Guard - IPvé ND
snooping - IPv6 ND inspection;
CermeHTauums Tpadumka; D-Link Safeguard
Engine; ®unbTpaumns cnyxebHbix NakeTos
ypoBHs 3; @unbTpaumsa NetBIOS/NetBEUI;
DHCP server screening; ®unbtpaums
DHCP-knueHnToB; MNpepoTtepalyeHue atak
ARP Spoofing; 3awuTa ot atak BPDU;
MpepnoTepaleHune atak DoS

Mpwuesska IP-agpecos, MAC-anpecos u
noptoB — 512 3anucew, OtcnexunsaHue
DHCP, MNpoeepka naketos ARP, 3awmTa ot
nogMeHbl agpecos IPv4: 100 3anucei.
Mpuesska agpecos IPv6, MAC-anpecos u
noptoB, 512 3anucu, OTcnexunBaHue
DHCPv6, MNMpoTtokon obHapyxeHus cocepen,
3awuTa ot noaMeHbl agpecos IPv6: 100
3anucent. 3awmTa ot DoS-atak. MyHKUMA
Port Security onsa ctatuueckux u
avHamuyeckux MAC-appecos. [Jo 64
MAC-appecoB Ha nopT. 3awumTa OT CeTeBbIX
LUTOPMOB C LUMPOKOBELLATENbHbIM,
MHOr0aApecHbIM U HeU3BeCTHbIM
0[HOaApeCHbIM TpaduKOM, Pexxnmbl
KOHTpons: K6ut/c, NpoueHT oT Nonochl
nponyckaHus. 802.1X, AyteHTudunKaums Ha
OCHOBe nopTa, AyTeHTUDUKaLMS Ha OCHOBE
MAC-agpeca, MNpuceoerune VLAN, MAB,
[octeBas cetb VLAN, AyteHTudukaums un
y4ét RADIUS, AAA (Bkntoyas TACACSH),
M3onaumusa nopTtos, YnpaBneHue yepes
Be6-uHTepdeiic no HTTPS c nomolubo
npotokonos SSLv3 n TLS 1.2, YnpasneHue
yepes nHTepdenc KOMaHAHOM CTPOKM NO
SSHv1 v SSHv2, YnpaBneHue focTynom Ha
ocHoBe |P-appecos, MAC-agpecoB u

NHTepdeinc ynpaBneHus

Web-uHtepdeiic (noonepxka IPv4/vé);
MHTepdeiic komanaHoi ctpoku (CLI);
Telnet-cepep/knueHT; TFTP-knneHT;
FTP-knueHT (nopnepxka IPv4); Zmodem;
Pernctpaums komana; SNMP v1/v2c/v3
(noppepxka IPv4); SNMP Traps; CuctemHbii
XypHan; SMTP (nopaepxka |Pv4); RMON
vl: -Topnepxka 1, 2, 3,9 rpynn; RMON
v2: - TMoppepxka rpynnsl Probe Config;
802.1AB LLDP - LLDP-MED;
BootP/DHCP-knueHT (nopaepxka IPv4);
DNS-knueHT; ABTOMaTnyeckas HacTpoika
DHCP - Option 6, 66, 67, 150; DHCP
Server; DHCP relay (IPv4/IPv6) - DHCP
relay agent/local relay - DHCP client
Option 12 - DHCP relay option 12, 37, 38
(tonbko ans IPv6) - DHCP relay option 60,
61, 82; DHCP auto-image; [lob6aBneHune
Tera PPPoE Circuit-ID; MNopnepxka
Heckonbkux Bepcuit M0O; Mainosas cuctema
Flash; MonuTtopunr CPU; MoOHWUTOpUHE
namsaTtu; SNTP (nopaepxkka IPv4); Komanabl
oTnagku; BocctaHoBneHue napons;
LLindbposaHue napons; Ping; Traceroute;
Microsoft® NLB (Network Load Balancing)
(nopnepxka IPv4); Zero Touch Provisioning

Ipacduuecknii Be6-nHTEpdEic
nonb3osarens, UHTepdenc komaHAHOM
CTPOKM Yepe3 KOHCONbHbIV nopT u Telnet.
SNMP (V1, V2, V3): CoobuieHns TRAP u
INFORM, RMON (rpynnsi 1, 2, 3, 9).
Llabnon SDM. Knuent BOOTP/DHCP. LLDP
(LLDP-MED) 802.1ab. ABTomaTtunyeckas
ycraHoeka DHCP. Dual Image, Dual
Configuration. MoHMTOpUHI NpoLeccopa.
[wnarHocTtmka kabenei. EEE.
BoccraHoeneHune naponsi. SNTP. CuctemHbin
XypHan

OTHOCUTENBHAS BNIAXXHOCTb, %

10-95 (6e3 koHAeHcaTa)

10-90 (6e3 KoHAEeHCaLMH)

MponyckHasi cnoco6HOCTb KOMMYTALMOHHOM 56 80
matpuupl (Switching fabric), Féut/c
CkopocTb 06CNyKMBaHUS NakeToB, Mpps 41,67 59,52

(Forwarding rate)




CraHga PTbl U NPOTOKOJbI

IEEE 802.3 10Base-T, IEEE 802.3u
100Base-TX, IEEE 802.3ab 1000Base-T,
IEEE 802.3z 1000Base-X, YnpasneHue
notokoM |IEEE 802.3x B pexxume nonHoro

DYHKLUWUU YPOBHS 2

Tabnuua MAC-agpecos: fo 16K 3anuceit;
Ynpasnenue notokom - 802.3x B pexume
nonHoro aynnekca - MpenotepalieHue
6nokuposok HOL; Spanning Tree Protocol
-802.1D STP - 802.1w RSTP - 802.1s
MSTP; ®unbtpaums BPDU; Root Restriction;
Loopback Detection; Link Aggregation -
Mopnepxka craHoaptos 802.1AX n
802.3ad: Makc. kon-Bo rpynn - 14, 8
NopTOoB Ha rpynny; 3epkanMpoBaH1e NOpTOB
- NMoppepkka 1 rpynnbl 3epKanupoBaHus
- Pexxumbl: One-to-One, Many-to-One,
Flow-based (ACL); Ethernet Ring Protection
Switching (ERPS); L2 Protocol Tunneling
(L2PT); Flex Link

MpounssoanTens D-Link TP-Link
Ynpaenenue Ynpasnsiembiii L2 YnpaBnsembii L2+
O6uiee KONMYECTBO NOPTOB 29 10

MutaHne AC 100-240 B AC 100-240 B
Tabnunubl MAC-agpecos, K 16 16

Tun (KommyTaTopbl)

KOMMyTaTOpr Ana noMeweHunsa

KOMMyTaTOpr anga noMeuweHua

OxnaxneHune

Het

Mopaepxka jumbo frame

9 Kb

9 Kb

Crnocob MoHTaxa

B cToitKy / Ha cTon

B cToiiky / Ha cTon

CornacoBaHo (3aka3zymk):

CornacoBaHo (NPOEKTUPOBLLMK):

XapaKkTepuCTUKK NpuBeAEHbI N0 AaHHbIM npou3soauTenei. LleHsl u Hannume — Ha 07.10.2026 15:36, yTouHsiTe y MeHenxepa: +7 (914) 730-57-40.
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