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[ata: 08.10.2026. Otanyatowmecs napamMeTpbl BblAeNEHbI.

3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb TP-Link SG6428X TP-Link TL-SG2218

Kop AMAC 82132 22426

Lena (PPL, c HOC 22%) 131 380 py6. 23 210 py6.

Hanunune nog, 3akas YAANEHHbIV CKnag,

Pabouas Temneparypa, C° -5...+50 0...+40

Pasmepbl (LLUXBxI) (Mm) 440x44x380 440x44x180

MuTtanune AC 100-240 B AC110-240B

be3sonacHocTb M3onaumsa noptos. CPU-Defend. Mpoeepka MNpuesska IP-MAC-nopt — DHCP Snooping

naketoB ARP (ouHaMuueckas nposepka
naketoB ARP). 3awura ot DoS-atak.
Mpuesiska IP-agpecos, MAC-agpecoB u
noptos, 1024 3anucu, OTcnexusaHue
DHCP, MNMpoeepka naketos ARP, 3awmTa ot
nogmenbl IP-anpecos IPv4. Mpuesska
anpecos IPv6 n MAC-appecos: lNpussska k
noptam, 1024 3anucu, OTtcnexwuBaHue
DHCPv6, MNpoTokon obHapyxeHus cocenei,
OtcnexuBanme ND-Tpadumka, 3awmta ot
nogmenbl IP-anpecos IPv6, ®unbtp DHCP,
®yHkums Port Security ang ctatnyeckux u
AnHammueckux MAC-agpecos, [o 64
MAC-agpecoB Ha NopT. 3aWmTa OT CEeTeBbIX
LUITOPMOB (TpaduK: WMPOKOBELLATENbHbIN,
MHOr0afpecHbIN, HEM3BECTHbIN
ofiHoaapecHbIN): PexxnMbl koHTpons: Kéut/c,
NPpOLEHT OT Nonockl nponyckaHus, 802.1X,
AyTeHTUdMKaLMA Ha OCHOBE NopTa,
AyteHTndumkaumsa Ha ocHoBe MAC-agpeca,
Mpucsoenune VLAN, MAB, locteBas ceTb
VLAN, AyteHTndukaums n yuét RADIUS.
AAA (Bkniouasi TACACS+). YnpaBneHue
yepes Beb-uHTepdenc no HTTPS ¢
noMmoLLbi npotokonos SSLv3 u TLS 1.2.
YnpaeneHue yepes nHtepdenc KoMaHaHOM
cTpoku no SSHv2. YnpaeneHue f0CTynom
Ha ocHoBe IP-agpec

— ARP Inspection — 3awmTa agpeca
ncrouHuka IPv4; Mpussska IPM6-MAC-nopt
— DHCPv6 Snooping — O6HapyxeHue
coceneit — 3aliMTa agpeca UCTouHKuKa IPv6;
3awmTa ot DoS-arak;
CraTnyeckas/aMHaMMyeckas/mocTosiHHas
3awmTta nopta — [lo 64 MAC-agpecoB Ha
nopT; 3aluTa OT CETEBbLIX ITOPMOB
Broadcast/Multicast/Unicast —
kbps/ratio/pps; YnpaBneHue foctynom no
IP/nopty/MAC; 802.1X — AyTeHTuMUKaLMS
no nopty — AyTeHTudMKaums no
MAC-appecy — lMNpucsoenne VLAN — MAB
— locteBont VLAN — Mopnepskka
ayTeHTUdUKauum un yuéta RADIUS; AAA
(Bkntouas TACACS+); M3onupoBaHue
nopToB; 3alWMLIEHHBIV Beb-nHTepdeic
HTTPS ¢ SSLv3/TLS1.2; YnpaBneHue yepes
3aLMLLEHHBIN MHTepdENC KOMaHLHOM
cTpoku ¢ SSHv1/SSHv2

NHTepdeic ynpaBneHus

Ipacdmnueckuii Be6-nHTEpdENC
nonb3oBartens. MHTepdenc KoMaHaHOM
CTPOKM Yepe3 KOHCONbHbIV nopT 1 Telnet.
SNMP Bepcuii 1-3:CoobeHns TRAP u
INFORM, RMON (rpynnbi 1, 2, 3, 9), la6bnoH
SDM, Knuent BOOTP/DHCP, LLDP
(LLDP-MED) 802.1ab, ABTomaTtunyeckas
yctaHoBka DHCP, Dual Image, Dual
Configuration, MoHMTOpPUHI NpoLeccopa,
[unarHocTvka kabenei. BocctaHoBneHue
napons. SNTP. CucTteMHbIv xxypHan. EEE

Be6-uHTepdeiic; UHTepdeiic KoMaHAHOM
ctpoku (CLI) yepe3 KOHCONbHbINM NOPT,
telnet; SNMP v1/v2c/v3

OTHOCUTENbHAsA BNAXHOCTb, %

10-90 (6e3 koHAEHCaLMK)

10-90 (6e3 koHpeHcaTa)




[ponyckHas cnocobHOCTb KOMMYTALMOHHOM 128 36

matpuubl (Switching fabric), Féut/c

CkopocTb 06CNyKMBaHMA NakeToB, Mpps 95,2 26,8

(Forwarding rate)

Tabnunubl MAC-agpecos, K 32 8

Cnocob MoHTaxa B croriky B cToiiky / Ha cTon

Ynpaenexue Ynpasnsembiti L3 Ynpaensiembiii Smart
Obuiee KonMYeCTBO NOPTOB 28 16
Konuuectso SFP noptos — 2

QoS

8 npuoputeTHbix ouepepneit; MNpuoputet
802.1p CoS/ DSCP; Pexxum npuoputeta
ovepepei — SP (cTporui npuoputert) —
WRR (Weighted Round Robin) — SP+WRR;
KoHTponb nponyckHoi cnocobHocTn —
OrpaHuyeHue ckopocTu ans
nopToB/noTokoB; [naBHas
npou3BOAMTENbHOCTb; [leicTBumS C
notokamu — 3epkanupoBaHue (Ha
noaaep>XxnBaemblii MHTepdeic) —
[epeHanpaBneHune (Ha NOAAEPXKMBAEMDIN
nHtepdeic) — OrpaHMyeHne ckopocTn —

DYHKLUMMK YPOBHS 2

ArperupoBaHue kaHanoB — Ctatuyeckoe
arpernpoBaHue kaHanos — 802.3ad LACP —
[o 8 rpynn arperMpoBanus, Lo 8 NOpTOB Ha
rpynny; Mpotokon STP — 802.1D STP —
802.1w RSTP — 802.1s MSTP — STP
Security: TC Protect, BPDU Filter/Protect,
Root Protect, Loop Protect; O6bHapyxeHue
netenb (Loopback Detection) — Mo nopty —
Mo VLAN; Ynpasnexue notokom — 802.3x
— MNpepotepalieHne 6nokmposkm HOL;
3epkanupoBaHue — 3epKanvpoBaHue
noptoB — 3epkanupoBanne CPU —
One-to-One — Many-to-One — Bxopsawuit
Tpadumk / Ncxopawmin Tpaduk / Becb

Tun (KommyTaTopbl)

KOMMyTaTOpr Ana noMeuweHunsa

KRARNaTopsI Ang noMeLwerus

Moppepxka jumbo frame 9 Kb 9 Kb
MpousBoaunTenb TP-Link TP-Link
OxnaxaeHune - Het

CornacoBaHo (3akaszyuk):

CornacoBaHo (MPOEKTUPOBLLMK):
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XapaKTepucTuku npuseaeHbl Mo AaHHbIM npoussoautenei. LleHsl n Hannumne — Ha 08.10.2026 15:03, ytouHsiTe y MeHexepa: +7 (914) 730-57-40.




