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JIuct cornacoBaHusa 3ameHbl 060pyao0BaHUA

[ata: 08.10.2026. Otanyatowmecs napamMeTpbl BblAeNEHbI.

3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb TP-Link SG6428X TP-Link TL-SG3428
Kop AMAC 82132 35896

Llena (PPL, c HAOC 22%) 131 380 py®6. 27 330 py6.
Hannune nop, 3akas nog, 3akas

Pabouas Temneparypa, C° -5...+50 0...+45

Pasmepbl (LLUXBxI) (Mm) 440x44x380 440x44x180

be3onacHocTb

M3onaumsa noptos. CPU-Defend. Mposepka
naketoB ARP (ouHaMuueckas nposepka
naketoB ARP). 3awura ot DoS-atak.
Mpuesaska IP-appecos, MAC-agpecoB u
noptos, 1024 3anucu, OTcnexusaHue
DHCP, MNMposepka naketos ARP, 3awmTa ot
noamenbl IP-agpecos IPv4. MNpuesaska
appecos IPv6 u MAC-agpecos: MpuBsska K
noptam, 1024 3anucu, OTcnexusaHue
DHCPv6, MNMpoTokon obHapyxeHus cocenei,
OtcnexuBanme ND-Tpaduka, 3awmta ot
nogmenbl IP-agpecos IPv6, ®unbtp DHCP,
®yHKumsa Port Security ansa ctatuyeckux u
nnHamuueckux MAC-agpecos, Lo 64
MAC-agpecoB Ha NopT. 3aWwmTa OT CEeTeBbIX
LUTOPMOB (TpaduK: WMPOKOBELLATENbHbIN,
MHOr0afpecHbI, HEM3BECTHbIN

ofiHoaApecHbIN): PexxnMbl koHTpons: Keut/c,

NpOoLEHT OT Nonockl nponyckanus, 802.1X,
AyTeHTUdMKaLMA HA OCHOBE NopTa,
AyTeHTUdmMKaums Ha ocHose MAC-agpeca,
MNpuceoenne VLAN, MAB, locTeBas ceTb
VLAN, AyteHTudukaums n yuét RADIUS.
AAA (Bkntouast TACACS+). Ynpasnenue
yepe3s Beb-uHTepdeic no HTTPS ¢
noMoLLbto npoTokonos SSLv3 u TLS 1.2.
YnpaBneHue yepes nHTepdenc KoMaHAHOM
cTpoku no SSHv2. YnpaBneHue [octynom
Ha ocHoBe IP-agpec

Mpussska IP-MAC-nopt

— DHCP Snooping

— ARP Inspection

— 3awmTa agpeca UcTouHuka IPv4
Mpuesska IPM6-MAC-nopt

— DHCPv6 Snooping

— O6HapyxeHue cocepeit

— 3awumTa agpeca UcTovHuka IPvé
3awmta ot DoS-artak
CraTnyeckas/aMHaMMyeckas/mocTosiHHas
3awumTa nopta

— Jo 64 MAC-agpecoB Ha nopt
3aluTa OT CeTeBbIX LUITOPMOB
Broadcast/Multicast/Unicast

— kbps/ratio/pps

YnpaeneHnue goctynom no IP/nopty/MAC
802.1X

— AyteHTUdumKaLma no noprty

— AyteHTudukaumns no MAC-agpecy

— lNpuceoenne VLAN

— MAB

— locteBoit VLAN

— lNopnepxka ayteHTUdMKaumm 1 yyéta
RADIUS

AAA (Bkntouas TACACS+)
M3onmMpoBaHue nopToB

3awmwéHHbIn Beb6-uHtepderic HTTPS ¢
SSLv3/TLS1.2

YnpaBneHue yepes 3alLMLLEHHbIN
MHTEpdEeNC KOMaHLHOM CTPOKM C

NHTepdeinc ynpaBneHus

Ipacdmnueckuii Be6-nHTEpdENC
nonb3osarens. MHTepdenc koMaHaHON
CTPOKM Yepe3 KOHCONbHbIV nopT 1 Telnet.
SNMP Bepcuit 1-3:CoobweHns TRAP u
INFORM, RMON (rpynnesi 1, 2, 3, 9), La6noH
SDM, Knuent BOOTP/DHCP, LLDP
(LLDP-MED) 802.1ab, AsToMaTnueckas
yctanoka DHCP, Dual Image, Dual
Configuration, MoHMTOpPUHI NpoLeccopa,
[OunarHocTuka kabenei. BocctaHoBneHue
naponsi. SNTP. CucTteMHbIv xypHan. EEE

Be6-uHTepdeiic, SNMP (Simple Network
Management Protocol), MHTepdeiic
KoMaHgHow ctpoku (CLI), Telnet, RMON
(Remote Network Monitoring)

OTHoCUTENbHAsA BNaXHOCTb, %

10-90 (6e3 KoHAEHCaALWMM)

10-90




[ponyckHas cnocobHOCTb KOMMYTALMOHHOM 128 56
matpuubl (Switching fabric), Féut/c

CkopocTb 06CNyKMBaHMA NakeToB, Mpps 95,2 41,6
(Forwarding rate)

Tabnunubl MAC-agpecos, K 32 8

Ynpaenexue

Ynpasnsiembiti L3

YnpaBngembiit Smart

O6uiee KOAMYECTBO NOPTOB

28

24

bydep naketos, M6

12

Konuuectso SFP noptos

4

QoS

8 npuopuTeTHbIX oYepenei

Mpuoputet 802.1p CoS/ DSCP

Pexxum npuoputeta oyepepneii

— SP (cTporwuit npuopuTer)

— WRR (Weighted Round Robin)

— SP+WRR

KoHTponb NponyckHoli cnocobHOCTH

— OrpaHuyeHue ckopocTu ans
nopTOB/NOTOKOB

[naBHas Npou3BoAMTENLHOCTb

[eincTBma C NoToKamMmu

— 3epkanupoBaHue (Ha NoAAepPXKMBAEMBIN
nHTepdeic)

— lNepeHanpaBnexue (Ha NOAAEPXKMBAEMBIN
nHTepdenc)

— OrpaHuyeHue ckopocTu

— MeTtku npuoputmsaumm QoS

@yHKuMKM L2 n L2+ « ArpernpoBaHue

DYHKLMMUU YPOBHS 2

ArpervpoBaHue KaHanoB

— CraTnyeckoe arperMpoBaHue KaHanos
— 802.3ad LACP

— [o 8 rpynn arpernpoBaHus, o 8 nopToB
Ha rpynny

MpoTtokon STP

— 802.1D STP

— 802.1w RSTP

— 802.1s MSTP

— STP Security: TC Protect, BPDU
Filter/Protect, Root Protect, Loop Protect
* O6HapyxeHue netenb (Loopback
Detection)

— lNo nopty

— Mo VLAN

YrpaBneHue noTokoM

— 802.3x

— lNpepoTtBpalLeHue 6aokmposkn HOL
3epkanupoBaHue

— 3epkanupoBaHue NopToB

— 3epkanupoBanue CPU

— One-to-One

— Many-to-One

— Bxopswmi tpadmk / Ucxopawmii Tpadumk

MutaHune

AC 100-240 B

ABeo BBy

Tun (KoMmyTaTopbl)

KoMMmyTaTopbl Ans noMeLLeHus

KoMmyTaTopbl Ans nomeLLeHus

Mopnepxka jumbo frame 9 Kb 9 Kb
Cnocob mMoHTaxa B cToiky B cToinky
MNpounssoanTens TP-Link TP-Link
OxnaxpaeHune - Het
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