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[ata: 08.10.2026. Otanyatowmecs napamMeTpbl BblAeNEHbI.

3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Mogaenb TP-Link SG6428X D-Link DXS-1210-28S/A1A
Kop ANAC 82132 73953

Llena (PPL, c HOC 22%) 131 380 pyb6. 138 630 py6.

Hanuuve nop, 3akas nop, 3akas

Pasmepsbl (LLUXBxI) (MM) 440x44x380 441x44x209,5

be3sonacHocTb

M3onaumsa noptoe. CPU-Defend. Mpoeepka
naketoB ARP (auHamuueckas nposepka
naketoB ARP). 3awura ot DoS-atak.
Mpussska IP-appecos, MAC-agpecos u
noptos, 1024 3anucu, OTcnexusaHue
DHCP, MpoBepka naketos ARP, 3awmuTta ot
noaMenbl IP-agpecos IPv4. MNpuesaska
anpecos IPv6 n MAC-agpecos: lNpussizka k
noptam, 1024 3anucu, OTcnexuBaHue
DHCPv6, MNMpoTokon obHapyxeHus cocenei,
Otcnexuanune ND-Tpadumka, 3awmrta ot
nogmensbl IP-agpecos IPv6, ®unbtp DHCP,
®yHkumsa Port Security ansa ctatuyeckux u
ovHamuuyecknx MAC-agpecos, [o 64
MAC-appecoB Ha nopT. 3aLmTa OT CETEBbIX
LUTOPMOB (TpaduK: WMPOKOBELLATENbHbIN,
MHOr0af,pecHbI, HEM3BECTHbIN
ofHoaapecHbIN): PexxnuMbl koHTpons: Keut/c,
NPOLLeHT OT Monockl nponyckaxus, 802.1X,
AyTeHTndMKaLMs Ha OCHOBe MOpTa,
AyTteHTndmkKaumsa Ha ocHoBe MAC-agpeca,
Mpuceoerue VLAN, MAB, locTeBas ceTb
VLAN, AyteHTudukaums u yuét RADIUS.
AAA (Bkniouast TACACS+). Ynpasnenue
yepes Beb-uHTepdeic no HTTPS ¢
NoMoLLbo NpoTokonoB SSLv3 u TLS 1.2.
YnpasneHue yepes uHTepdeic KOMaHaHOM
cTpoku no SSHv2. YnpaBneHue focTynom
Ha ocHoBe IP-agpec

3awuTa ot
LIMPOKOBELLATENIbHOT0/MHOr0aApeCcHoro/
ofHoazpecHoro wropma; D-Link Safeguard
Engine; DHCP Server Screening;
IP-MAC-Port Binding - DHCP Snooping -
DHCPv6 Guard - IPv4/v6 Source Guard -
MNpoBepka naketoB ARP - IPv6 ND
Inspection - IPv6 Route Advertisement (RA)
Guard; CermeHTaums Tpadmka; SSH -
Moppepxka SSH v2 - MNoanepxkka
IPv4/1Pv6; SSL - Moppepxka TLS
1.0/1.1/1.2 - NMopnepxka IPv4/IPv6;
MpenoTtepaweHue atak DoS; Port Security -
Lo 64 MAC-appecoB Ha nopT;
O6HapyxeHue npobneMm, CBA3aHHbIX C
COBMafEeHNEM CETEBbIX alpecoB

NHTepdeiic ynpaBneHus

Ipacdmnueckuit Be6-nHTepdeic
nonb3osarens. MHTepdenc komaHaHOM
CTPOKM Yepe3 KOHCONbHbIM nopT 1 Telnet.
SNMP Bepcuit 1-3:CoobweHns TRAP u
INFORM, RMON (rpynnbi 1, 2, 3, 9), lWa6bnoH
SDM, Knuent BOOTP/DHCP, LLDP
(LLDP-MED) 802.1ab, ABTomMaTtuyeckas
yctaHoBka DHCP, Dual Image, Dual
Configuration, MoHuTOpMHT Npoueccopa,
[unarHocTtuka kabeneii. BocctaHoBneHue
napons. SNTP. CucteMHbivi xxypHan. EEE

Web-uHTepdeiic; MHTepdeic kKomaHAHOM
ctpoku (CLI); Telnet-cepsep; TFTP-knueHT;
Hactpavsaembiit uitepderic MDI/MDIX;
SNMP - MNoppepxka vl/v2c/v3; SNMP Trap;
Mactep yctaHoBku Smart Wizard; LLDP;
LLDP-MED; ICMP v4; DHCP Relay; DHCP
Auto-image; CucTeMHBIN XypHan;
BootP/DHCP-knueHT; SNTP; ICMP v6;
IPv4/v6 Dual Stack; DHCP Auto
Configuration; RMON v1/v2; MNopnepxka
Heckonbkux Bepcuit M0O; MNMopaepxka
HeCKO/bKMX BepCuit KOHbUrypaumuu;

OTHOCUTENbHAsA BNAXHOCTb, %

10-90 (6e3 koHAEeHCaLMK)

0-95 (6e3 KoHAeHcaTa)




[ponyckHas cnocobHOCTb KOMMYTALMOHHOM
matpuubl (Switching fabric), Féut/c

128

560

CkopocTb 06CNyKMBaHMA NakeToB, Mpps
(Forwarding rate)

95,2

416,64

Mopaepxka jumbo frame

9 Kb

12 Kb

Cnocob MoHTaxa

B croriky

B cToiiky / Ha cTon

[poun3soauTens

TP-Link

D-Link

YnpaBneHue

Ynpaensembiti L3

Ynpasnsembiii L2+

O6uiee Konn4ecTso NOPTOB

28

29

Bec HeTTO, KI

3,27

bydep naketos, M6

4

Konuyectso SFP noptoB

4

QoS

802.1Q VLAN, VLAN Ha ocHoBe nopToB,
Makc. VID: 4094, Voice VLAN, Auto
Surveillance VLAN, Asymmetric VLAN, 4K
rpynn VLAN

NHankatopbl

Power, Fan Error, Console,
Link/Activity/Speed (Ha nopT 10GBase-T u
10GBase-X SFP+)

CraHpa PTbl U NPOTOKOJbI

IEEE 802.3u 100Base-TX, IEEE 802.3ab
1000Base-T, IEEE 802.3an 10GBase-T,
IEEE802.3z 1000Base-X, IEEE 802.3ae
10GBase-X, IEEE 802.3az Energy Efficient
Ethernet

DYHKLUMUYN YPOBHS 2

Tabnunua MAC-appecos - [lo 32K 3anuceit;
Cratnueckne MAC-agpeca - 256; IGMP
Snooping - IGMP v1/v2/v3 Snooping -
Moppepxka Ao 512 rpynn (AMHaMMuecknx un
CTaTM4eCckmnx (Makc. Kon-BO CTaTUYECKMX:
128)) - IGMP Snooping Ha VLAN - IGMP
Snooping Fast Leave Ha ocHoBe nopTa -
Report Suppression; MLD Snooping - MLD
v1/v2 Snooping - Mopaepxka oo 256 rpynn
(AMHaMMYeCKMX U CTaTUYECKMX (MAKC.
Kon-Bo cratuyeckux: 128)) - MLD Snooping
Fast Leave Ha ocHoBe nopTa; LLDP;
LLDP-MED; Spanning Tree Protocol -
802.1D STP - 802.1w RSTP - 802.1s MSTP -
Root Guard (Restriction); YnpaBneHue
notokoMm - 802.3x - lNpenoTBpalieHune
6nokupoBok HOL; 3epkanvpoBaHue nopTos
- One-to-One - Many-to-One - MNMoaaepxkka
3epKanupoBaHua ans Bxoasuero/
ucxopaulero/Tpaduka B 06omx
Hanpasnenuax; 802.3ad Link Aggregation -
Makc. 8 rpynn Ha ycTpoicTBo/8 nopToB Ha
rpynny; Loopback Detection

OxnaxneHue

Na

Pabouas temnepartypa, C°

-5...450

-5...+50

MutaHune

AC 100-240 B

AC 100-240 B

Tabnuubl MAC-agpecos, K

32

32

Tun (KommyTaTopbl)

KomMyTaTopbl Ans noMeLLeHuns

KoMMyTaTopbl Ans nomeLeHums

CornacoBaHo (3aka3zuuk):

CornacoBaHO (NpOEKTUPOBLLMK):

/& » 20

/&« » 20__




XapakTepucTuku NpuBeaeHbl NO AaHHbIM npousBoauTenei. LieHbl U Hannume — Ha 08.10.2026 18:13, yTouHsiiTe y MeHeaxepa: +7 (914) 730-57-40.



