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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

dunbTpauma notoka MNpepoTepalleHme atak
DDoS, TCP's SYN Flood, UDP Flood 3awuTta
OT WMPOKOBeLLaTebHOro/MHOroaapecHoro/
oAHoagpecHoro wropMma Port isolation, Port
security, IP-MAC-port binding DHCP
snooping, DHCP option 82 DAI u IP source
guard, PPPoE+ lNpoBepka nogsMHHOCTM NO
noptam Ha ocHoBe |EEE 802.1x
Radius/Tacacs+ aBTopu3saums MNopaepxka
rpynn goctyna nonb3osarenei MD5,
SHA-256, RSA-1024, AES256

Mopenb NIKOMAX GL-SW-X304-285Q D-Link DXS-3400-24TC/A1ASI
Kop ANAC 86647 79254
Lena (PPL, c HOC 22%) 643 874 py6. 293 030 py6.
Hanunune nog, 3akas nof, 3akas
MpousBoaunTenb NIKOMAX D-Link
QoS Knaccudmkaumsa notokos Ha ocHose L2, L3, | 802.1p Quality of Service; 8 ouepeneit Ha
L4 npotokonos MNoanepxka nopt; MexaHusm o06paboTku ouepepei: -
durKcnpoBaHHOW ckopocTu Tx Rx Tpadumka Strict - Weighted Round Robin (WRR) -
Ha nHTepdeiice (CAR flow limit) Strict + WRR - Weighted Deficit Round
802.1P/DSCP SP, WRR, u SP-WRR Robin (WDRR); YnpaeneHue nonocovi
Mexanu3mbl Tail-Drop u WRED nponyckaHusa - Ha ocHose nopta
MonuTtopuHr traffic shaping, (BxopsLee/mcxoasiiee, C MMH. 3HaYeHUEM
dopmupoBsanue traffic shapping 64 Kbut/c) - Ha ocHoBe noTtoka
(Bxoasee/McxoasLLee, C MUH. 3HAYEHWUEM
64 K6ut/c) - YnpaBneHue nonocoi
NponycKaHWs no ovyepean (C MUH.
3HavyeHueM 64 Kbut/c); Moaoaepxka
cnepyowmx aencTeuin - MpuoputetHoe
TernpoBaHue 802.1p - TermpoBaHue
TOS/DSCP - YnpaeneHue nonocor
nponyckauus - FapaHTMpOBaHHas nonoca
nponyckaHus (CIR); QoS Ha ocHoBe -
Ouepepeii npuoputetos 802.1p - DSCP -
IP-appeca - MAC-agpeca - VLAN - Knacca
Tpadwmka IPvé - Metkn notoka IPv6 -
Mopta TCP/UDP - MopTa koMMyTaTopa -
Ether Type - lNpepnoutenns ToS/IP - Tuna
npoTokona; Tpu LBeTa MapkMpoBku - Two
Rate Color Marker (trTCM) - Single Rate
Three Color Marker (srTCM); KoHTponb
besonacHocTb L2/L3/L4 ACL npeHTUdUKaLMS U Port Security - NMopaepxka ao 12K

MAC-appecoB Ha nopT; 3awuTa ot
LIMPOKOBELLATENbHOTO/
MHOr0afpecHoro/0AHOaAPECHOrO WTOPMa;
D-Link Safeguard Engine; DHCP Server
Screening (IPv4/IPv6); MNpuesiska
IP-MAC-Port Binding - Strict - Loose;
Dynamic ARP Inspection; IP Source Guard;
DHCP Snooping (IPv4/IPv6); DHCPv6
Guard; IPv6 Route Advertisement (RA)
Guard; IPv6 ND Inspection;
MpenotepaweHue atak ARP Spoofing -
Makc. kon-Bo 3anucei: 64; Duplicate
Address Detection (DAD); ®unbtpaums
MakeToB ynpaBneHus ypoBHa 31;
CermeHTauums Tpaduka; SSL - Mopnepxka
v1/v2/v3 - Noppepxkka poctyna IPv4/IPv6;
SSH - MNMoanepxka SSH v2 - Moaaepxka
noctyna IPv4/v6; NpepoTepalyeHune atak




BPDU; MpenoTepaieHune atak DOS



Pabouas Temnepartypa, C° 0...+50 -5...+450
Pasmepbi (LLUXBXxT) (Mm) 440x44x350 441x44x380
MutaHne AC220B AC 100-240 B
Konuyectso SFP noptoB 28 4

NHTepdeiic ynpasnenus

Console, Telnet, SSH v1/2, Web-uHtepdeiic
HTTP, HTTPS SNMP v1/v2/v3, RMON TFTP,
FTP, SFTP NTP, SPAN, RSPAN

Web-uHtepdeiic; MHTepdeic koMmaHaHOM
ctpoku CLI; Telnet-cepsep; Telnet-knueHT;
TFTP-cepBep; TFTP-knueHT; FTP-knueHT;
3awmweHHbii FTP (SFTP) cepsep;
MonuTopuHr Tpaduka; SNMP v1/v2c/v3;
SNMP Trap; CUCTEMHBbIN XypHan;
DHCP-knuenT; DHCP-cepBep; DHCPv4/v6
Relay Options 60, 61, 82; DHCPv4/v6 Local
Relay; Mopnepxka Heckonbkux konwuii MO
(Multiple Image); Mopaep>Ka HECKONbKMX
Konui koHdurypaumii (Multiple
Configuration); ®aiinosas cucrema Flash;
DNS-knueHT; DNS-Relay; MoHuTopuHr CPU;
Hactpoiika MTU; ICMP Tools - Ping -
Traceroute; LLDP & LLDP-MED; D-Link
Discover Protocol (DDP); SMTP; DHCP Auto
Configuration; NTP; RCP (Remote Copy
Protocol); RMONv1; RMONv2; Trusted
Host; BocctaHoBneHve napons;
LLindposaHue napons; KomaHabl 0TnagKu;
sFlow; Switch Resource Management
(SRM); Microsoft NLB1 (banaHcupoBka
Harpy3ku cetu); Openflow v1.3

OTHOCUTENbHAsA BNAXXHOCTb, %

10-90 (6e3 koHAeHcaTa)

0-95 (6e3 koHAeHcaTa)

[ponyckHas cnocobHOCTb KOMMYTALMOHHOM
matpuubl (Switching fabric), Féut/c

800

480

CTaHOapTbl M NPOTOKOJIbI

IEEE 802.3x Flow Control, IEEE 802,1D,
IEEE 802,1W, IEEE 802,1S, IEEE 802,1Q

IEEE 802.3 10Base-T (MenHas BuTas napa),
IEEE 802.3u 100Base-TX (MenHas BuTas
napa), IEEE 802.3ab 1000Base-T (MeaHas
BuTas napa), IEEE 802.3an 10GBase-T, IEEE
802.3az Energy Efficient Ethernet,
YnpaeneHnue notokom IEEE 802.3x, IEEE
802.3z 1000Base-X, IEEE802.3ae 10G SFP+

Tabnunubl MAC-agpecos, K

32

48

Cnocob MoHTaxa

B croriky

B cToiiky / Ha cTon

Ynpaenenue Ynpaensiembiti L3 Ynpasnsemblii L2+
Obuiee KoAMYECTBO NOPTOB 28 24

bydpep naketos, M6 - 4

CkopocTb 06cnyxunBaHus naketos, Mpps — 357,12

(Forwarding rate)




DYHKLUMMK YPOBHS 2

Tabnunua MAC-agpecos - 1o 48 K;
YnpaBneHue NoTokoM - YnpasneHue
notokoM 802.3x B pexxume NOAHOro
pynnekca - Back pressure B pexxume
nonynynnekca - lNpepoTspatiieHne
6noknposok HOL; Spanning Tree Protocol -
802.1D STP - 802.1w RSTP - 802.1s MSTP -
Root Guard - Loop Guard - BPDU Filtering -
BPDU Restriction; Jumbo-¢peiim - o 12
KB; 802.1AX Link Aggregation - Makc. 32
rpynnbl Ha YCTPOMCTBO/8 NOPTOB Ha rpynny;
ERPS (Ethernet Ring Protection Switching);
3epkanupoBaHue noptos - One-to-One,
Many-to-One - lMoaaepxka
3epKannpoBaHus ans
BXoAsLLero/mcxoasauiero/Tpaguka B 06omx
HanpasneHusx - MNopaepxka 4 rpynn
3epKannpoBaHus; 3epKanupoBaHue
NoTOKOB - lNoanep>ka 3epkanvpoBaHna ans
BXxoasLiero Tpaduka; 3epkanMpoBaHue
VLAN; RSPAN; TyHHenupoBaHve npoTokona

Tun (KommyTaTopbl)

KOMMyTaTOpr Ana nomMeuweHunsa

@%ﬁ%&&ﬁﬁlﬁ}&cmff‘gg@% (LBD); i5CSI

CornacoBaHo (3aKka3uuk):

CornacoBaHO (NMpOEKTUPOBLLMK):

RWAITTTITSS
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XapaKTepucTuKK npuBeaeHbl Mo AaHHbIM npousBoguteneit. LieHsl u Hanumume — Ha 08.10.2026 04:58, yTouHsiiTe y MeHemkepa: +7 (914) 730-57-40.




