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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb NIKOMAX GL-SW-G304-54P TP-Link TL-SG3452XP
Kon ANAC 86648 22628
Lena (PPL, c HOC 22%) 328 000 py6. 100 830 py6.
Hanunune nog, 3akas YAANEHHbIV CKnag,
MpousBoaunTenb NIKOMAX TP-Link
QoS Knaccudumkaums notokoB Ha ocHoBe L2, L3, | 8 npuoputeTHbIx oyepeaeit; Mpuoputet
L4 npotokonos MNoanepxka 802.1p CoS/ DSCP; Pexum npuoputeTta
durKcnpoBaHHOW ckopocTu Tx Rx Tpadumka ouepeneit — SP (cTporuit npuoputert) —
Ha nHTepdeiice (CAR flow Limit) CAR HQoS WRR (Weighted Round Robin) — SP+WRR;
MAC /IP /TCP / UDP / VLAN /QoS Ha KoHTponb nponyckHoi cnocobHoCcTn —
ocHose COS / DSCP / TOS 802.1P/DSCP OrpaHuyeHne ckopocTu ans
MNepemapkuposka npuoputetoB DSCP, SP, nopToB/nNoToKOB; [naBHas
WRR 1 «SP + WRR» MexaHu3amebl Tail-Drop npou3BOAMTENbHOCTb; [leicTBus ¢
1 WRED MonutopuHr traffic shaping, noTokamu — 3epkanupoBaHue (Ha
dopmuposaHme traffic shapping NnoAAepXK1BaeMmblii MHTepdenc) —
[epeHanpaBneHune (Ha NOAAEPXKMUBAEMDIN
uHTepderic) — OrpaHuMyeHne CKopocTn —
be3sonacHocTb L2/L3/L4 ACL npeHTndMKaums n MNpuesaska IP-MAC-nopt — 512 3anucei —

dunbTpauma notoka MNpepoTtepalleHme atak
DDoS, TCP's SYN Flood, UDP Flood 3awuTa
OT LUMPOKOBELLATENbHOr0/MHOIr0aApecHoro/
oAHoaapecHoro wropMa Port isolation Port
security, IP-MAC-port binding DHCP
snooping, DHCP option 82 DAI & IP
sourceguard PPPoE+ lNposepka
NOA/IMHHOCTM NO NopTaM Ha ocHose |EEE
802.1x Radius/Tacacs+ aBTopu3aums
Moaopepyka rpynn AocTyna nosb3oBaTenei
MDS5, SHA-256, RSA-1024, AES256, u T.4.

DHCP Snooping — ARP Inspection —
3awmTa agpeca uctouHuka IPv4; Mpueaska
IPv6-MAC-nopt — 512 3anuceit — DHCPv6
Snooping — O6HapyeHue cocenen —
3awmTa agpeca uctovHuka IPv6; 3awmta ot
DoS-arak;
CraTtmyeckas/onMHaMmn4eckas/nocToaHHas
3awuTa nopta — [lo 64 MAC-agpecoB Ha
nopT; 3aluTa OT CeTeBbIX LUTOPMOB
Broadcast/Multicast/Unicast —
kbps/ratio/pps; YnpaBneHve goctynom no
IP/nopty/MAC; 802.1X — AyTeHTUdUKaums
no nopty — AyTeHTuduKaums no
MAC-appecy — lNpucsoenne VLAN — MAB
— locteBoit VLAN — lMNopnepxka
ayTeHTUdUKaummn 1 yuéta RADIUS; AAA
(Bxntouast TACACS+); M3onnposanmne
nopToB; 3alWMILEHHBIN BEO-MHTEPdENC
HTTPS ¢ SSLv3/TLS1.2; YnpaBneHue yepes
3aLLMLLEHHBIN MHTEPdENC KOMaHAHOM

BromxeT PoE, BT 740 500

bydep naketos, M6 3 12
NHaunkaTopsl PWR, SYS, LINKACT =

Pabouas temnepartypa, C° 0..+50 0...+40
Pa3smeps (LLUXxBxI) (Mm) 440x44x350 440x44x330
MutaHne AC220B AC 100-240 B
Konuyectso SFP noptos 6 4




NHTepdeiic ynpaBneHus

Console, Telnet, SSH v1/2 Web-uHtepdeiic
(HTTP, HTTPS) SNMP v1/v2/v3 TFTP, FTP,
SFTP NTP, SPAN, RSPAN sFlow RMON

Beb-uHTepdeiic; UHTepdeinc koMaHAHOM
ctpokum (CLI) uepes KOHCONbHbIM NOPT U
telnet; SNMP v1/v2¢/v3

[ponyckHas cnocobHOCTb KOMMYTALMOHHOM 216 176
matpuubl (Switching fabric), Féut/c
CTaHzapTbl M MPOTOKObI IEEE 802.3i 10BASET; IEEE 802.3u —
100BASETX; IEEE 802.3x Flow Control,
IEEE 802,1D, IEEE 802,1W, IEEE 802,1S,
IEEE 802,1Q YnpaBnenne MAC agpecamu
CraTnuyeckoe v aAnHamMuyeckoe
Tabnuubl MAC-agpecos, K 32 16

OYHKUMUMN YPOBHS 2

Lo 4K VLAN-rpynn MNopaepxka GVRP
Mopnepxka Q-in-Q VLAN Trunking VLAN
Ha ocHoBe MAC-appecos Private VLAN
802.1D (STP), 802.1W (RSTP), 802.1S
(MSTP) lNpenoTtepaweHue atak BPDU,
3aluuMTa root, 3aluTa OT neTenb

ArpernmpoBaHue kaHanos; — CtaTuyeckoe
arpervpoBaHue kaHanos — 802.3ad LACP —
Lo 8 rpynn arpernpoBaHus, 80 8 MOPTOB Ha
rpynny; Mpotokon STP — 802.1D STP —
802.1w RSTP — 802.1s MSTP — STP
Security: TC Protect, BPDU Filter/Protect,
Root Protect, Loop Protect; O6HapyxeHue
netenb (Loopback Detection) — Mo nopty —
Mo VLAN; Ynpasnexnue notokom — 802.3x
— lNpepoTtBpalLeHre 6nokmposku HOL;
3epkanupoBaHue — 3epKanvpoBaHue
noptoB — 3epkanupoBaHue CPU —
One-to-One — Many-to-One — Bxopawuii
Tpadumk / Ncxopawmii Tpaduk / Becb

YnpasneHue Ynpasnsembliii L3 Ynpasnsemblii L2+
O6Lee KONMYeCTBO NOPTOB 55 52

CkopocTb 06CNyKMBaHUS NakeToB, Mpps = 130,9
(Forwarding rate)

Mopnepxka jumbo frame - 9 Kb

[anbHOCTb pexxuma nepepavun, M - 250

Konnyectso noptos PoE 48 48

MouwHocTb PoE Ha oaunH nopt (Makc.) (BT) 30 30

OTHoCUTENbHasA BNAXHOCTb, %

10-90 (6e3 koHAeHcaTa)

10-90 (6e3 koHaeHcaTa)

Cranzaptbl PoE

IEEE 802.3 af/at

IEEE 802.3 af/at

Tun (KommyTaTopsl)

KOMMyTaTOpr Anga noMeweHunsa

KOMMyTaTOpr anga noMeuweHua

Cnocob MoHTaxa

B croriky

B croviky

CornacoBaHo (3aKazymk):

CornacoBaHo (NPOEKTUPOBLLMK):
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