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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb Eltex MES7048 TP-Link TL-SG3428X
Kop AMAC 91086 22427

Lena (PPL, c HAC 22%) no 3anpocy 31 480 py6.

Hanunune nop 3akas YAANEHHBIV CKNag,
MpousBoaunTenb Eltex TP-Link

Bec HetTo, KI 6,35 =

Pasmepbi (LLUXBXxT) (Mm) 440x44x447 440x44x180
MutaHne AC 176-264 B, 50 'u; DC 36-72 B AC 110-240 B

bydep naketos, M6 16 —

Konuyectso SFP noptoB 48 4

QoS

BbixogHble ouepenm Ha nopt - 7.
Cratuctnka QoS no Bcem noptam

OrpaHuyeHne ckopocTu Ha nopTax (shaping,

policing)

Mopnepxka knacca ob6cnyxumeanus 802.1p
Mopnoepxka pexxMMoB foBepus
uHTepdevica: IEEE 802.1p, IP DSCP
Knaccudukaums n mannuHr tpadmka Ha
ocHoBe 802.1p u IP DSCP

Mopnepxka Storm Control Ans pasnuyHoro
Tpadwka (broadcast, multicast, unknown
unicast)

YnpaBneHue nonocomn nponyckaHus
uHTepdevica

YnpaBneHue nonocov nponyckaHus no
OTAEeNbHbIM o4epeasam

Crporas u B3BeweHHas (WRR/WFQ)
0bpaboTka ouepeneit

YnpasneHue cbpocom ouepenein no
anropuTtMam Tail Drop u Weighted Random
Early Detection (WRED)

Ha3HauyeHne metok CoS/DSCP Ha ocHoBe
Knaccos

Hactpo#ika aBromatuueckow VolP Class of
Service (CoS)

8 npuoputeTHbIx ouepeneit; MNpuoputet
802.1p CoS/ DSCP; Pexum npuoputeTta
ovepenei — SP (cTporuit npuoputert) —
WRR (Weighted Round Robin) — SP+WRR;
KoHTponb nponyckHoi cnocobHocTn —
OrpaHuyeHne cKopocTu Ans
nopToB/nNoToKoB; [naBHas
NpOM3BOANTENbHOCTb; [encTBus ¢
noTokamu — 3epkanupoBaHue (Ha
NoAAep>XK1BaeMbli MHTepdeNnc) —
MepeHanpaBneHue (Ha NOAAEPXKMUBAEMDIN
uHtepderic) — OrpaHuyeHne ckopocTn —
MeTku npuoputunsaumm QoS




be3sonacHocTb

Moanpepxka DHCP Snooping (IPv4 un [Pv6)
Moppepxka IP Source Guard (IPv4 u IPv6)
Mopnepxka Dynamic ARP Inspection
Mopnepxka IPv6 RA Guard (Stateless)
lMpoBepka NOAMHHOCTM HA OCHOBE
MAC-agpeca, orpaH1MyeHre KonmM4ecTsa
MAC-agpecos, ctatuueckue MAC-agpeca
[poBepka NOANMHHOCTM MO NOPTaM Ha
ocHoge 802.1x

Mopnepxka rocteBbix VLAN 802.1x
Cuctema npepotepallerms DoS-atak
CermeHTaumsa Tpadpuka

3awmTa OT HECaHKLMOHMPOBAHHbIX
DHCP-cepsepos

Ounbtpauns DHCP-knneHTOB
MpenoTepalyeHmne atak BPDU
OunbTpaums NetBIOS/NetBEUI

MNpueaska IP-MAC-nopt — 512 3anucen —
DHCP Snooping — ARP Inspection —
3awumTa agpeca uctouHuka IPv4; Mpueaska
IPM6-MAC-nopt — 512 3anuceit — DHCPv6
Snooping — O6HapyxeHue cocenein —
3awmTa agpeca uctouHuka IPv6; 3awmra ot
DoS-arak;
CraTnyeckas/auHaMmyeckas/mocTosiHHas
3awmTta nopta — [lo 64 MAC-agpecoB Ha
nopT; 3aliuTa OT CETEBbLIX LITOPMOB
Broadcast/Multicast/Unicast —
kbps/ratio/pps; YnpaBneHue foctynom no
IP/nopty/MAC; 802.1X — AyTeHTUMKaLMS
no nopty — AyTeHTudMKaLMs nNo
MAC-appecy — lMNpucsoenne VLAN — MAB
— locteBoit VLAN — lMNoanepxka
ayTeHTMdUKaumm un yuéta RADIUS; AAA
(Bkntouas TACACS+); M3onupoBaHue
nopToB; 3alWMLIEHHDBIV Beb-nHTepdeinc
HTTPS ¢ SSLv3/TLS1.2; YnpaBneHue yepes
3aLUMLLEHHBIN MHTEpdENC KOMaHLHOM

NHTepdeiic ynpaBneHus

Mpotokon SNMP. NHTepderiic komaHaHOM
ctpoku (CLI). Web-uHTepdeliic

OTHOCUTENbHAsA BNAXHOCTb, % He 6onee 80 -
[ponyckHas cnocobHOCTb KOMMYTALMOHHOM 2 201,6 128
matpuupl (Switching fabric), Féut/c

CkopocTb 06CNyKMBaHMS NakeToB, Mpps 1449 95,23
(Forwarding rate)

Tabnuubl MAC-agpecos, K 294 16

DYHKLUWUYN YPOBHS 2

Moppepxka IGMP Snooping v1,2,3
Mopnepxka IGMP Snooping Fast Leave Ha
OCHOBe X0cTa/nopta

Mopnepxka MLD Snooping v1,2
Monpepxka MGMD Snooping SSM
Moppepxka IGMP u MLD Snooping Querier
Mopnepxka MVR

Moppepxxka GMRP

ArpervpoBaHue kaHanos — Ctatuyeckoe
arpernpoBaHue kaHanoB — 802.3ad LACP —
[o 8 rpynn arpernpoBanug, 40 8 NOpPTOB Ha
rpynny; Mpotokon STP — 802.1D STP —
802.1w RSTP — 802.1s MSTP — STP
Security: TC Protect, BPDU Filter/Protect,
Root Protect, Loop Protect; O6HapyxeHue
netenb (Loopback Detection) — lNo nopty —
Mo VLAN; Ynpaenexnue notokom — 802.3x
— lNpepoTtBpalLeHre 6nokmposku HOL;
3epkanupoBaHue — 3epKanvpoBaHue
noptoB — 3epkanupoBanue CPU —
One-to-One — Many-to-One — Bxopaawuit
Tpadmk / Ucxopawmii Tpadumk / Becb

O6uiee KOAMYECTBO NOPTOB 54 24

Knacc 3awmtbl 1P20 =

OxnaxneHue Oa -

Moppepxka jumbo frame JIE} 9 Kb

Cnocob MoHTaxa B cToiky B cToiiky / Ha cTon

YnpaBneHue

Ynpaensiembiti L3

Ynpasnsembii L2+

Pabouas Temnepatypa, C°

0..+45

0...+45

Tun (KommyTaTopbl)

KOMMyTaTOpr Ana noMeweHunsa

KOMMyTaTOpr anga noMeuweHua

CornacoBaHoO (3aKa3uuK):

CornacoBaHo (NPOEKTUPOBLLMK):

/&« » 20__

/ «_» 20__
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