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3asBneHo B NpoeKkTe

MNpepnaraemas sameHa

Moaenb Eltex MES7048 TP-Link TL-SG3428XF
Kop AMAC 91086 49497

Lena (PPL, c HAC 22%) no 3anpocy 68 800 pyb.

Hanunune nog, 3akas YAANEHHbIV CKnag,
MpousBoaunTenb Eltex TP-Link

Bec HetTo, KI 6,35 =

Pasmepbi (LLUXBXxT) (Mm) 440x44x447 440x44x220

MutaHne AC 176-264 B, 50 'u; DC 36-72 B AC 100-240 B

bydep naketos, M6 16 12

Konuyectso SFP noptoB 48 28

QoS

BbixogHble ouepenm Ha nopt - 7.
Cratuctnka QoS no Bcem noptam

OrpaHuyeHne ckopocTu Ha nopTax (shaping,

policing)

Mopnepxka knacca ob6cnyxumeanus 802.1p
Mopnoepxka pexxMMoB foBepus
uHTepdevica: IEEE 802.1p, IP DSCP
Knaccudukaums n mannuHr tpadmka Ha
ocHoBe 802.1p u IP DSCP

Mopnepxka Storm Control Ans pasnuyHoro
Tpadwka (broadcast, multicast, unknown
unicast)

YnpaBneHue nonocomn nponyckaHus
uHTepdevica

YnpaBneHue nonocov nponyckaHus no
OTAEeNbHbIM o4epeasam

Crporas u B3BeweHHas (WRR/WFQ)
obpaboTka ouyepenei

YnpasneHue cbpocom ouepenein no
anropuTtMam Tail Drop u Weighted Random
Early Detection (WRED)

Ha3HauyeHne metok CoS/DSCP Ha ocHoBe
Knaccos

Hactpo#ika aBromatuueckow VolP Class of
Service (CoS)

BoceMb npuopuTeTHbIX ouepeaen;
Mpuoputet 802.1p CoS/DSCP;
MnaHupoBaHue oyepenei:— Ctporuii
npuopwuteT (SP)— B3seleHHbIN
umknmyeckunii anroput™ (WRR)— SP + WRR;
KoHTponb nponyckHoi cnocobHoCTU—
OrpaHuyeHme CKoOpoCTM NOPTOB U (MNK)
noTokoB; MnaBHas NpoU3BOAUTENBHOCTD;
[lencTBns c noTokaMnu— 3epkanupoBaHue
(Ha noppepxxuBaemblii MHTEpdENnC)—
MepeHanpaBneHue (Ha NOAAEPXKMUBAEMDIN
uHTepderic)— OrpaHnyeHne CKOpoCcTU—
MeTku npuoputnsaumm (QoS)




be3sonacHocTb

Moanpepxka DHCP Snooping (IPv4 un [Pv6)
Moppepxka IP Source Guard (IPv4 u IPv6)
Mopnepxka Dynamic ARP Inspection
Mopnepxka IPv6 RA Guard (Stateless)
lMpoBepka NOAMHHOCTM HA OCHOBE
MAC-agpeca, orpaH1MyeHre KonmM4ecTsa
MAC-agpecos, ctatuueckue MAC-agpeca
[poBepka NOANMHHOCTM MO NOPTaM Ha
ocHoge 802.1x

Mopnepxka rocteBbix VLAN 802.1x
Cuctema npepotepallerms DoS-atak
CermeHTaumsa Tpadpuka

3awmTa OT HECaHKLMOHMPOBAHHbIX
DHCP-cepsepos

Ounbtpauns DHCP-knneHTOB
MpenoTepalyeHmne atak BPDU
OunbTpaums NetBIOS/NetBEUI

Mpuesaska IP-MAC-nopt — 512 3anucei —
DHCP snooping — MHcnekuus ARP-nakeToB
— 3awwmTa uctovHuka IPv4 (100 3anucen);
Mpussaska IPv6-MAC-nopt — 512 3anucen
— DHCPv6 snooping — lMpoTokon
obHapyxeHus cocener (NDP) — 3awumta
ncrouHuka IPv6 (100 3anuceit); 3awmTa ot
DoS-arak; ®yHkums Port Security
(ctaTnueckas, auHamunyeckas) — [lo 64
MAC-appecoB Ha nopT; 3almuTa OT CETEBbIX
LUTOPMOB (LUMPOKOBELLATENbHBIX,
MHOr0aApecHbIX, 04HOAAPECHbIX) —
PexxuMbl kKoHTpons: K6ut/c, npoueHT oT
nonocel nponyckaHus; 802.1X —
AyTteHTudurkaums no nopty —
AyTteHTndukaumsa no MAC-agpecy —
Mpuceoexnne VLAN — MAB — locTeBoi
VLAN — lNopaepxkka ayTeHTUDUKALUMU U
y4éta RADIUS; AAA (Bkntouas TACACSH);
M3onmMpoBaHue NopToB; 3aLLMLEHHDIN
Be6-uHTepdeiic HTTPS ¢ SSLv3/TLS1.2;
YnpaBneHue yepes 3alLMLLEHHbIN
nHTepderc komaHaHom ctpoku (CLI) ¢
SSHv1/SSHv2; KoHnTponb goctyna no

NHTepdeinc ynpaBneHus

MNpoTtokon SNMP. NHTepderic kKoMmaHaHOWM
ctpoku (CLI). Web-uHTepdeliic

Beb-uHtepdevic; UHTepdeic komaHaHOM
ctpoku (CLI) yepes KOHCOMbHbINM NOPT U
telnet; SNMP v1/v2c/v3; Trap/Inform;
RMON (1, 2, 3, 9 rpynn); lWa6noH SDM;
Knvuent DHCP/BOOTP; LLDP/LLDP-MED
802.1ab; AsToMaTnyeckas ycraHoska DHCP;
Dual Image, Dual Configuration;
MOHMWTOPUHI NapaMeTpoB NpoLeccopa;
IunarHoctuka kabenei; EEE;
BoccraHoBneHue napons; SNTP; CuctemHbIn

OTHOCHTENbHAs BNAXHOCTb, % He 6onee 80 10-90 (6e3 koHAeHcaTa)
MponyckHas cnocobHOCTb KOMMYTALMOHHOWM 2 201,6 128

matpuupl (Switching fabric), Féut/c

CkopocTb 06CnyK1BaHMA NakeTos, Mpps 1449 95,23

(Forwarding rate)

Tabnuubl MAC-agpecos, K 294 16

OYHKUMUMN YPOBHS 2

Mopnepxka IGMP Snooping v1,2,3
Mopnepxka IGMP Snooping Fast Leave Ha
OCHOBEe X0CTa/nopra

Moapepxka MLD Snooping v1,2
Mopnepxka MGMD Snooping SSM
Mopnepxka IGMP u MLD Snooping Querier
Moppepxxka MVR

Moppepxxka GMRP

ArpernmpoBaHue kaHanoB — Ctatnyeckoe
arpernpoBaHue kaHanoB — LACP 802.3ad —
[lo BOCbMM rpynn arpernpoBaHus, 40
BOCbMW NOPTOB Ha rpynny; Mpotokon STP —
802.1D STP — 802.1w RSTP — 802.1s
MSTP — besonacHocTb STP: TC Protect,
BPDU Filter/Protect, Root Protect;
O6HapyxeHue netenb — Mo nopty — Mo
VLAN; YnpasneHue notokom — 802.3x —
MpepoTBpaLleHne 6A0KMPOBKM Havana
CTPOKM; 3epKanupoBaHue —
3epkanuMpoBaHue NopToB —
3epkanupoBaHue Tpaduka, Nosy4yaemMoro u
nepenaBaeMoro npoLeccopom —
One-to-One — Many-to-One — Bxopawuii

O6uiee KONMYECTBO NOPTOB 54 28
Knacc 3awutbl 1P20 =
OxnaxpaeHune Na =
Mopnepxka jumbo frame [Ha 9 Kb

Ynpaenexue

Ynpasnsiembiii L3

YnpaBnsembiit L2+




Pabouas temnepartypa, C°

0..+45

0...+45

Tun (KommyTaTopbl)

KOMMyTaTOpr Ana noMeuweHunsa

KOMMyTaTOpr ana noMelweHua

Cnocob MoHTaxa

B croriky

B croiiky

CornacoBaHo (3aKaszyuk):

CornacoBaHo (NPOEKTUPOBLLMK):

XapaKTepucTuku npuBeaeHbl Mo AaHHbIM npoussoauteneit. LieHsl u Hanmumne — Ha 08.10.2026 09:36, yTouHsiTe y MeHekepa: +7 (914) 730-57-40.
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